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_¢Por que? (1)

Hoy en dia existen...

 Demasiadas arquitecturas distintas
« X86, PPC, MIPS ...
 Demasiados formatos ejecutable distintos
« PE32, PE32+, ELF32, ELF64, CLASS, MSIL ...
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MS-DOS 2.0 Compatible Base of Image Header
E¥E Header
unused

OEM Identfier
ELF Header OEM Information

MS-DOS 2.0 Section (for MS-DOS
Program Header Table Offset to EenRailcy eok)

_ PE Header
optional M5-DOS 2.0 Stub

_ Pragram
Section 1 &

Relocation Table

unused
'PE Header

(aligned on &-byte
boundary)

sectionn

Secton Headers

section Header Table

Image Pages

*  import info

exportinfo
fist-up info

resource info

¥ ¥ ¥ ¥

debug info
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~ ¢Por que? (y Ill)

el T .,

- d

Por lo tanto...
* Necesitamos distintas librerias para cada formato
* Necesitamos distintos ensambladores

« Necesitamos reescribir programas desde cero
para tareas semejantes

En definitiva...
* Perdemos demasiado tiempo
* Trabajamos de manera improductiva
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 Analisis de cabeceras

* Multiples fomatos

« ELF32, ELF64, PE32, PE32+, CLASS...
 Modular (r_lib, static)
* Portable
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1_bin (Il

e Soporte
* Binary Info
e Imports
* Symbols
e Sections
e Libs
e Strings
e Section resize
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get_symbol _by get strings

get_imports get_symbols get_sections get_info

r bin

r_lib

ELF64 PE32 PE32+
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__r_bin (IV)

Demo rabin2
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r_bin_get _imports
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r_bin (Vi)

zection,_init_end.zection,

350810503
250ce 10503
Q000
Qo

Labort:

2h10z10508
BBOOOD0000
=90

+__Errhno_locat ions

2514e 15508
BB0G0E000
==l

JEigempriygset )

2518e106058
B8 10000000
9o

LEprintf:

A loce 10508
S8 13000000
=il

Jlocalecony:

2520210505
BB20000000
29z

2524=10503
B2 O00000

- '.-\M L

_plt:
push dword [0=B052108]
Jme dword near [0xB05210c]

acld
add

Jm

[eax]. al
[eax]. al

duword near

[0B05=110]

r Bt zection,_init_end

[0xB05=114]
B 0000003

: 7 = gection,_init_end

[0xB05=118]
B OO0 10

: 8 = section,_init_end

[0=B05=11c]
£ Q00000 1S

: 9 = gection,_init_end

[0xB05=120]
2 (0020
: =ection,_init_end

[0xB05=124]
o (000002
+ =mection,_init_end

[0=0804944E ] px @ section,_got_plt

[DxB05=128]
o 0000030 b
: =ection,_init_end

ca9d 0408 da9d

0408 5a%5 (408

da95 0408 ea95

0408 Ba%s 0408 [f [oB08elae]

gzgg gdgg gjgg ¢ =section,_init_end
= |

fa97 0402 0z593 [Ox8052130]

0402 8595 0405 3 {0x00000040 )

[:'-399 Dq[:la 1599 } =ection._init_end

0408 9599 0408 I, [OxB05e134]

aa?9 0408 ba99 0408 599 12593 04028 2aSa I COeD00000dE

0408 Q000 Q000 QOO0 G000 QOO0 QOO0 Q000 : section,_init_end

QOO0 QOO0 G100 Q000 000 00 00

0000 0200 0000 9dbd 0GOS ooc GOT Sz e om0

gégg OO0 O6RS 0508 0500 asbd Ualg 0500 section. imit.end

» 1de 0OBOZ QOO0 Q000 Q000
04038 ea%4 0405 3594 0408
Ba®h 0403 7a%9h 0403 Ba95
0408 Fa95 0408 0z96 0403
Fa%6 0403 Ba96 04038 9596
0408 0x597 0408 1597 0408
Ba%97 0403 9397 0408 aa97
Ddog 1a93 04028 2a93 0403
S92 0403 5398 0408 ba9e
0403 2a93 0405 3a99 0408




_r_bin (V1)

Recorremos las secciones hasta que:

shdr->sh_type == (bin->ehdr.e_type == ET_REL?
SHT_SYMTAB:SHT _DYNSYM)

Recorremos los syms de esa seccion:
If (sym->st_value)
offset = sym->st_value
Else {
K = indice del import dentro de symtab o dynsym
Recorremos .rel.plt (o rela.plt en elf64)
If (ELF_R_SYM(rel->r_info) == k))
Offset = read(rel->r_offset-bin->base addr) - 6
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r_bin (Vi) _

Offset Size Field Description

0 4 Import Lookup Table Relative virtual address of the Import

RVA (Characteristics) Lookup Table; this table contains a name or
ordinal for each import. (The name
“Characteristics” is used in WINNT.H but is
no longer descriptive of this field.)

4 4 Time/Date Stamp Set to zero until bound; then this field is set
to the time/data stamp of the DLL.

8 4 Fowarder Chain Index of first forwarder reference.

12 4 Name RVA Address of ASCII string containing the DLL
name. This address is relative to the image
base.

16 4 Import Address Table Relative virtual address of the Import

RVA (Thunk Table) Address Table: this table is identical in

contents to the Import Lookup Table until
the image is bound.

Image Directory Table
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_r_bin (IX)

i
e 2 & d e o s—

Bit(s) Size Bit Field Description

31/63 1 Ordinal/Name Flag If bit is set, import by ordinal. Otherwise,
import by name. Bit is masked as
0x80000000 for PE32,
0x8000000000000000 for PE32+.

30-0/62- | 31/63 | Ordinal Number Ordinal/Name Flag is 1: import by

0 ordinal. This field is a 31-bit (63-bit)
ordinal number.

30-0/62 - 31/63 | Hint/Name Table RVA | Ordinal/Name Flag is 0: import by name.

0 This field is a 31-bit (63-bit) address of a

Hint/Name Table entry, relative to image

base.
Import Lookup table
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Recorremos las “Import Directory Table™.

Obtenemos el nombre de la DLL
Offset “Import Lookup Table” (ILT)
Recorremos las ILT:

Obtenemos el nombre del import o su ordinal

Obtenemos rva (la de la propia ILT)
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_bin (y XI)

oy e

L =

Demos datal y data2
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Ensamblado/Desensamblado

Multiples arquitecturas

e Arch (x86, ppc, mips, arm, sparc, brainfuck...)
« Wordsize

« Endianness

Soporte

« Pseudo-instrucciones (.org, .arch, .bits, .byte, .string...)

e Labels
Modular (r_lib, static)
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_asm (1)

4

MAssemble

Assemble Disassemble Settings

F_asm
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asm Valh __

e T -

R = d

Demo rasm?2
Demo vala asm widget
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_/ =um,rabin_show_imports:
_ 1 L]
| q85%9=h5 moy Thie. rep
| 485 3ecd0 zub rEp. Oxd0
crdhed 00000000 mow dword [rbp-Oxlc], O=0 ¢ (Ow0000001c )
A8343df 1202000  lea rdi. [rip+0=2020f1]
e38cfd 1 = imp,r_bin_get_baddr
483945=2 moy [rbp-0x18], rax
4853c3d= 1202000  lea rdi. [rip+0x2020e1]
edactc 2 = imp,.r_bin_get_imports
483345F0 moy [rbp-0x10],. rax
4853 7dF 000 cnp quord [rhp-0x10],. Ox0
90c + 3 = sym,rabin_show_imports+0xd2

_=trtab:
_=trtab:
_strtab:
_=trtab:
_=trtab:
_strtab:

_=trtab:
_strtab:
_=trtab:

crdadc 00000000 mow dword [rhp-Cx2d4], 0=x0 & {Ox0000002d )
23010000 4 = sym,rabin_show_imports+0x1e65
ShOSE3202000 mov esw. [rip+0=202063]
aac0 test eax. eax
Fd0= + 5 = sym,rabin_show_imports+0=5a
48843dAd 120000 les rdi. [rip+0=127d]
B = imp.puts
= 1]

8
=]
2
8
=
8
2
=
8
2
=
8
2
8
2
=
8
2
=
2

_=trtab:
_strtab:
_=strtab:
_=trtakb:

I sym,rabin_show_imports:
I

I

I

I ‘=< _strtakt

I

I

I

I

_r
| 55
I d4859=5 Moy
I ABLF3313400000, mow rdi. Owxd013353
I 23t dth 1l = imp.puts
_=trtab: I B0 moy eax, O
_=trtab: |
_strtab: M
_=strtab:
I _=trtakb:

+string "HELLOD HORLD!!!

00000000 o000
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