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(intel[32,64],mips,arm,powerpc,java, msil

$ rasm2 -a java 'nop’
00
$ rasm2 -a x86 -d '90'
nop
$ rasm2 -a x86 -b 32 'mov eax, 33'
b821000000
$ echo 'push eax;nop;nop' | rasm2 -f -
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® Crackme
® Fuzzing
® Test suite
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$ git clone https://github.com/radare/radare2.git
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$ git pull
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$ git diff > radare-foo.patch
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Windows, GNU/Linux (intel32, intel64, mips, arm),FreeBSD,NetBSD,OpenBSD (intel32,intel64)
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$ ./configure --prefix=/usr
$ gmake
$ sudo gmake install
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$ radare2 -h
Usage: r2 [-dDwntLqv] [-P patch] [-p prj]l [-a arch] [-b bits] [-i file]
-|file [e k=v-] [c cmd-] [B blocksize-] [s addr-]

Print \x00 after init and every command 0-
a [arch] set asm.arch-
A run 'aa' command to analyze all referenced code-

b [bits] set asm.bits-

B [baddr] set base address for PIE binaries-

‘cmd. . execute radare command-
file is host:port (alias for -c+=http://%s/cmd/) -
use 'file' as a program to debug-
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[backend] enable debug mode (e cfg.debug=true) -
k=v evaluate config var-
block size = file size-
, -hh show help message, -hh for long-
i [file] run script file-

k [kernel] set asm.os variable for asm and anal-
1 [lib] load plugin file-




list supported IO plugins-
[addr] map file at given address-
do not load file type information-
do not load user settings and scripts-
quiet mode (no prompt) and quit after -i-
[prjl set project file-
[file] apply rapatch file and quit-
[addr] initial seek-
start r2 in sanbox mode-
load rabin2 info in thread-
show radare2 version (-V show lib versions) -
open file in write mode
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w hello world ;string

wx 90 90 90 90 ;hexpairs

wa jmp 0x8048140 ; assemble

wf inline.bin ; write contents of file
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[.]1[times][cmd] [~grep][@[@iter]addr!size][|>pipe]
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px # run px
3px # run 3 times 'px'
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Q1 )RT 0 5)'.)5)[4 10 Q_SBL 2 yol> JLs o oS ()system M8 a4y ol giwd 0940 oo laiwl
aS sguvro odlaiwl ptrace (g ,5 3959 RSN Lo ol Jlis Vlgic @i o 03liw 9 diloai
248 o Jogud Ll ol 1L b Sl ol giwo

b Jlo 1 > m
ds ; call debugger 'step' command
Px 200 @ esp ; show 200 hex bytes at esp
Pc > file.c ; dump buffer as a C byte array to file

Wx 90 @@ sym.* ; write a nop on every symbol
Pd 2000 | grep eax ; grep opcodes using 'eax' register
Px 20 ; pd 3 ; px 40 ; multiple commands in a single line
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pd 20~call ; disassemble 20 instructions and grep for 'call'

el anwlh bylow L g ygiw slu L L) grep puilsicse bo
pd 20~call:o ; get first row
Pd 20~call:1 ; get second row
Pd 20~call[0] ; get first column
Pd 20~call[l] ; get second column

ol S5 i b

pd 20~call[0]:0 ; grep first column of the first row matching 'call’
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[0xB7F9D810]> ? 0X8048000 134512640 0x8048000 01001100000 128.0M 804000:0000
134512640 00000000 134512640.0 0.000 000

[0xB7F9D810]> ? 0X8048000+34 134512674 0x8048022 01001100042 128.0M
804000:0022 134512674 00100010 134512674.0 0.000 000

[0xB7F9D810]> ? 0x8048000+0x34 134512692 0x8048034 01001100064 128.0M
804000:0034 134512692 00110100 134512692.0 0.000 000

[OxB7F9D810]> ? 1+2+3-4*3 -6 Oxfffffffffffffffa Q1777777777777777777772

17179869183.0G fffff000:0ffa -6

6l o)le oo wiluiin ol wldes

+ : addition
- : substraction
* : multiplication
/ : division
% : modulus
> : shift right
< : shift left
;Mg aiaS b oS s ub wllas

\| : logical OR // ("? 0001010 | 0101001")
\& : logical AND

s iiud alizo sedld o oou ply slael uolso
0x033 : hexadecimal
3334 : decimal
sym.fo : resolve flag offset
10K : Kbytes 10*1024
16M : Mbytes 10*1024*1024

2 b ooz sle w,)lie sl JWis a9 00,5 oolaiwl b jusio Sl swilgicse Guizod Lo
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?@? or stype @@? ; misc help for '@’ (seek), '~ (grep)
(see ~?77)

?$? ; show available '$' variables

$$ ; here (current virtual seek)

$1 ; opcode length

$s ; file size

$3j ; jump address (e.g. jmp 0x10, jz 0x10 => 0x10)

$f ; jump fail address (e.g. jz 0x10 => next instruction)

$m ; opcode memory reference (e.qg. mov eax, [0x10] => 0x10)

s Jls plgic o

[Ox4A13B8COI> :? $m + $1
140293837812900 0x7f98b45df4ad 03771426427372244 130658.0G 8b45d000:04a4
1402938378129 00 10100100 140293837812900.0 -0.000000

[0x4A13B8CO]> :pd 1 @ +$1 Ox4A13B8C2 call 0x4al3c000
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Usage: rax2 [options] [expr ...]
int -> hex ;o rax2 10
hex -> int ; rax2 0xa
-int -> hex ;o rax2 -77
-hex -> int i rax2 Oxffffffb3
int -> bin rax2 b30
int -> ternary rax2 t42
bin -> int rax2 1010d
float -> hex rax2 3.33f
hex -> float rax2 Fx40551ed8
oct ->  hex rax2 350
hex -> oct rax2 0x12 (0 is a letter)

bin ->  hex ; rax2 1100011b
hex ->  bin ; rax2 Bx63
hex -> ternary 5 rax2 Tx23
raw ->  hex : rax2 -S < /binfile
hex ->  raw ; rax2 -s 414141
-b binstr -> bin ; rax2 -b 01000101 01110110
-B keep base ;7 rax2 -B 33+3 -> 36
-d force integer ; rax2 -d 3 -> 3 instead of 0x3
-e swap endianness ; rax2 -e 0x33
-f floating point ;o rax2 -f 6.3+2.1
-h help ; rax2 -h
-k randomart ;o rax2 -k 0x34 1020304050
-n binary number ; rax2 -e 0x1234  # 34120000
-S hexstr -> raw ;5 rax2 -s 43 4a 50
-S raw -> hexstr ; rax2 -S < /bin/ls > ls.hex
-t tstamp -> str ; rax2 -t 1234567890
—X hash string ; rax2 -x linux osx
-u units ; rax2 -u 389289238 # 317.0M
-V version ;o rax2 -V
b Jlo jl o
$ rax2 3+0x80
0x83
$ rax2 0x80+3
131
$ echo 0x80+3 | rax2
131
$ rax2 -s 4142
AB
$ rax2 -S AB
4142
$ rax2 -S < bin.foo
$ rax2 -e 33
0x21000000
$ rax2 -e 0x21000000
33

$ rax2 -k 90203010
+--[0x10302090] - - -+
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$ 12 -d /bin/ls

1iSw adgio |, 1d.s0 o QT§|)_?|_9 S Lo §J|5§Jb3forkal'a9b)) 1S anliu I JBuwl
al> 10 ol U3 1) oaaw el ailsoliS Ly 5599 adasi aS sl aibly ,Uaul oululi
dbg.bep=entry yo, S adlol L | oo "cunsSii abasi” & asilgicee o ol s o owiw
2uiS oy w5 09> radarerc. o, dbg.bep=main L

g |zl main jI dad siilgicee aolin 9 b pug s Sl ool s xuil gul <8lso Lol

sl adsl Gimlai (Ggi sgiawd) 2 | enter lasiv , 31 9 59 sallo 2L ) JBSal oMl V>
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> d? ; get help on debugger commands

> ds 3 ; step 3 times

> db 0x8048920 ; setup a breakpoint

> db -0x8048920 ; remove a breakpoint

> dc ; continue process execution

> dcs ; continue until syscall

> dd ; manipulate file descriptors

> dm ; show process maps

> dmp A S rwx ; change page at A with size S protection permissions
> dr eax=33 ; set register value. Eax = 33
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_ S oolaiw! Yo B sy S LF8 g pouiv 5)lg 1w s L F7 i
Loolnop b 1 b culs Sl slossans awlsi b auiS usi Lo 0lSe el e suilgics Lo € aulST
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$ cat ~/.radarerc
e scr.color = true
e dbg.bep = loader
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$ radare2 -n -e scr.color=true -e asm.syntax=intel -d /bin/1s

sxiu 09,5 (.. ,.dbg file., cfg.) calixe sl pU L aS hash Jgaz S o o sai Sy plos
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s ouiS b ) 7e uilgice Lo jgiwd ol 290 4o SaS i8S sl

Usage: e[?] [var[=valuel]

e? show this help

e?asm.bytes show description

er? list config vars with description

e list config vars

e- reset config vars

e* dump config vars in r commands

ela invert the boolean value of 'a' var

er [key] set config key as readonly . no way back
ec [k] [color] set color for given key (prompt, offset,...)
e a value of var 'a'

e a=b set var 'a' the 'b' value

env [k[=v]] get/set environment variable

o=l e 9o o)l Sl o seawl Guiwd o S gai eds il aS 55l 0929 yoolw € Ll K
Ve sowgi el

eval spaces:
> anal

asm

scr

asm

bin

cfg

diff

dir




dbg
cmd

fs

hex
http
graph
hud
scr
search
io

B i oyl YolS eval slhens s iy

s,
au giuwd ,d 29,5 b oo ol aS cuwl oouiv ocouzy API K lowwgs JouniS ay (aw jiowd
Li oo ozl uloguiv ool gliw (ncurses,pango yiwiuw) HTML L w32 JguuiS ANSI o g0
03 apw SboKiws b aiwd iile y93%0 sy loyxe s9, szl sy (9 ojlal ar i

oniS el adde 5590 BB o Hl8le 5 Sl 50,6550 Bowd ool bo s g sl 3y Cdlasil
P eaiSne Jles o s sl ate LB o L S b g i shn

$ echo 'e scr.color=true' >> ~/.radare2rc

Sais,Su | 9o oolaiwl (el gl aaic sn o Luds o5 b K auilgiose Lo
olnio as Sy el i 0l Ol SlpaaiS i 1 €C b punis ploi Sl coudd i i85 sy
DS b | ecs ol 51 & ol

rgb: £6£



: xvilka J18

ec fname rgb:0cf
ec label rgb:0f3
ec math rgb:660
ec bin rgb:f90
ec call rgb:f00
ec jmp rgb:03f
ec cjmp rgb:33c

ec offset rgb:366
ec comment rgb:0cf

ec push rgb:0c0O
ec pop rgb:0c0O
ec cmp rgb:060
ec nop rgb:000

ec bOx00 rgb:444
ec boOx7f rgb:555
ec bOxff rgb:666
ec btext rgb:777
ec other rgb:bbb
ec num rgb:f03
ec reg rgb:6f0
ec fline rgb:fco
ec flow rgb:0f0

CNT - Host Control, value [6] - Start trans , [3] - Bute Data mode

-- SMB_Wait

1
; (GMB_Wait) ; CSMBL

mb sxS sl usio

oo laiwl L |) JolSw.LJ ).._g|95._,\o Loudv .)Jb 2929 ._s)..u)S.u @JJ ._sLm)._g._-_.floj wn.u.l & L?.i,g|J)
e OLL @ alasi S L)owS csl o e cfg Sl oolaiwl L L ilosS )l qud g 9 € giaws
cfg e?? ;| oolaiwl b Lowv. (o> gliw .cfg sbiad I | sai Sy sl usio ploi cond b

D dle Olgic @.ouiS cwiln SeS sau,Sy jukio j» (Sgy e uilgine

asm.arch

loiwgi 23S Jud= g aj=xi 9 pd,pD slagiuwd lawsi (ol pud sl oolaiwl 5,90 s)loso
arm16 , mips, intel64 , intel32, ol oo b ,0.0940 o i € Hgimd

) 248 o =l 1, m68k ¢ msil ppc, sparc, csr, java, arm

aS gk a9 cuwl oolw WolS 25 Jd= 9 a9 whawl G sy 032 s lese 03,5 aslol




i Ll caawd oS wbol L udis86 sl axiy 9 GNU Lol 5 sl o pwlasl layl,

..)Jl.) 2929

asm.bits

wo o asm.arch lawgi) puSe g ol algs ,usi (radarel o) LU &S 1) asm.arch jugio ¢yl
Dcawl FENFYNSA L)"l Ao Ol caw PM) ._SJLo.xo o =l §|)J_ |J b wls oJ'l.).Jl u.u'(.)g.uu

asm.syntax

).;ob Jb PR u.-|)..u5 RS |J JguU L0 oo laiw! ol O J'| o> laiwl pliub PL) dS).ol)f €9
Luwd att b intel

asm.pseudo

09— E9-i Sa) d9ub ooleiwl el s gige aiis, plaS aS AS e pasuine ilaie yuolie
WJUio shaowy pluiw | aii) sboS aui jilis plaS b (cuwl oo oy y5 s loe lawgi o

.ebx eax, mov sl> o eax=ebx

‘asm.os ‘

9o an pauloaiS o ca i | Jdi 9 aimi shu sl LB @ bg o 9o Jole e
syscall calixo s Jgaz ou 025 wbow shu ol 9 deuumo oy rabin -1l lawgi 859>
.m)pr?J”JgﬁlLkoMlsJoL;Mng)qulw

asm.flags

220 o Olis L) sliow! Gags o b pz g Ogiw cadeil e cay s true bl S

asm.linescall

WTQWJ.)lJJoSJaj ‘§JL?63LJ)LQUJ|9_>|)93Lbu"b).;__ug.g_ébfu&qLoJJng.Loaq
2uiS ey (pd,pD) ol pud wlz I 5

asm.linesout

ol Sl b aS sl Sobi o |y G boslas cxdeil iagu i e trUE e gm0 a aS (olSin
a8 o oW ) .)JI) axsl>l Jg.l:

asm.linestyle

onls e YL L b Judss g ay s oSl il false [T ¢ 5,05 | false L true )._J_.)L/ﬁ.o ilgino
el wlilgz sy osllas 9 Jo 9 Hlads false. YU & Gl il true 51 g xdoG0

asm.offset

248 o o b giwlos | ol Guuo opcode S cund] ou)T wilais labs



asm.profile

)._1|3Ju\o 9 S o p_;Ja.u |J J gl (0 ool> uL.uu.: ul.;_o_w| gN—d D ).UlS @ aS wile bl px>
) ).& |, default, simple ,gas , smart , debug , full ,u>léo

onsd oige sha ) sl sjlze cumogas Liddice yuss | asm 55 joolie uljl ol
3 wleMbl debug g xaoo pluii | offset+opcode la_a9 simple asm.profile.an> juusi Lol
2 o obin | ot ¢ aiiy LS o Ll woasi b, opcodes 5 g0

asm.trace

§|).1. U_LI(O.)JJLQ_MJ 9 )¢ dJLu.)) DI 0 L)LM.U OpCOde D A7 o YO |) ._;ql._l_.)J L_Jl.cy.lol
ol e anlip o shyzl T oxiles

asm.bytes

23S o waxo b oooly gliw | opcode oo Juow! Gy sy cul oS dlaio lasbo

cfg.bigendian

cawl S795 sl false g S5 sl true oS endian lade il

file.analyze

|, af* @ entrypoint. ¢ .@@ sym af. b Joraw Joad ¢ J> jl oy il s 180 pin o
Jls aS Gollin. S jasuise | asly S Julxi g ajzi 5590 o wledbl LiShho b aiSewe 1ol
asS .)Jl.) JLu a_u)f L}_;.|u_uu| 0 §)|53Jl4 Jus J'l qu)JLu 9 94l soi oo laiwl L)"l cuwl J'L!

2wl true b ol file.flag ¢ fileid s Lo

scr.color

33 e Ly oni oS, ez 00,5 Jlas e b Jles ool Gilaio jukio ol

scr.seek

oW )LS>95 el a; Radare.aiS (o Jsud | oué o (eg.eip) LS o Ll & i e S usio ol
ol pwles axaio gz, gz o adimod Hlaso (pul a5 29 Hieloo U 5,8 dalgs

cfg.fortunes

2S oo Jles e b Jlad anlip slail o |, fortune' ol



d.g.l_sl C.'JIJ’JLMJ.)



q.a.lgl uIJg.uu.)

Libu| aS SJmLo.b cuwl oo Gikiuo dddo plil oS §JIS oL ;| Radare > ub}u.w) el iy
HJM;}JP&UIJW)PL@J I)JLUMULMJ')HU)JS')JOL?N&')JWDL}S
[ «Jlio Olg-ic ay.2iiS o oolaiwl ..9).73.)J| N 00> b oS law je wljgiws b wljgiwn
o>y war sbhaiui) segrimz slp x9090/ L oolw skaiiw, sexim> sy foo

au i S jaz (cuwl oo 0ols puiogi " jgiwdy " Lad ;o oS Helailad) jize jgiwdy S AJB

!ouu|).u'q.g

[[.1[times][cmd] [~grep] [@[@iter]addr!size][|>pipe] ;...
> 35+1024 ;seeks three times 1024 from the current seek

Jlo 0lgis @) sguivino 3, o S, 135,L 10 W a aii) Bl douis g | S L giws S
Li 9o wilg1,9 ()posix_system cadgil 5,055 JLS ay 1) Jeiwd i @ JS1. (1> Jil
Olgic ay ! wbs)())ljjl)jb)dlyu\owmw))& Jusxi aiwgs o |y Lowiv jgiwd

D9 o ool> JJ‘9.7U alwgs 4 oadimlo J_9Jo Prysvia) aS g gu u.t.ojao 2J gy

> 'help ; handled by the debugger or shell
> !lls ; runs 1s in the shell

|J PR &_.u. LmJg.v._w))mu U\JS oxc<lé 'S.u u|3.u.¢ a. )Jb UoL? 9w ay u&uuw part [arg]
vasite sy ojhil 5Lz a ) 03,5 LU sl Lo el obie U ais,8 olosS )T olsis
34 o Joud | bain, b oo, oble )% ol giws.ais

> px 0x17 ; show 0x17 bytes in hexa at current seek
> s base+0x33 ; seeks to flag 'base' plus 0x33
> /1ib ; search for 'lib' string.

om|)_>|J9.I.au),o|3545_b|§|);9w/ga§9.owx_§T&J.zou))Smgs|y@J_g.uu)
as |y 595 cady ploi aS cons pjY Lowbs ¢ |,,Lu3w|mm,lsw|)}wwmw|w|

> p8 10 @ 0x4010 ; show 10 bytes at offset 0x4010
f patata @ 0x10 ; set 'patata' flag at offset 0x10

I)JIOJL'Q&&[—QP—?)JJIM‘SSJ)J|JJ_9MUJ&SJ.)JJ|_9J‘J\.OLDJ-U@@ _9.uw.)_)|o)l.n.a.u)|b
a8 Jlai o foreach wldas S Olgis a |, ul ilgiso Lowi. oS

b ; search 'lib' string
8 20 @@ hit® * ; show 20 hexpairs at each search hit

(0gu o > 0 a gl il auwlbs

> pr > dump.bin ; dump 'raw' bytes of current block to 'dump.bin' file
> f > flags.txt ; dump flag list to 'flags.txt'

kS—*gJ\—?_QPJI:)Jl)Hng_;\.DD)L{LLMJINIX*d.I_AM_g.{.J.)Ln_AiJ45&)'_5.?44@‘5)[:9)(4.1_9.])|

i oolaiwl ,50 Hgiwd sy 39,9 Ulsis 4 Hgimd
[0x4A13B8CO]> f | grep section | grep text
0x0805f3b0 512 section. text
0x080d24b0 512 section. text end




oS YR s S o ) giws uaiz auilgice o oolaiwl L

> px ; dr

.
JS_AS uL095)| u|9_& ay bu_;ol.UUJl_:& &uﬂ QSMU\.DP[JUISJS.LW.)Jl o> laiwl Lg:wuu?
as o piwd wlhlat Uy ool wowlwl wldoc | shift wllas I JS isio xilgicro aS 2iS o

2uul alasls
[0x00000000]> s?
Usage: s[+-1 [addr]
S print current address
S 0x320 seek to this address
S- undo seek
S+ redo seek
S* list undo seek history
S++ seek blocksize bytes forward
S-- seek blocksize bytes backward
S+ 512 seek 512 bytes forward
s- 512 seek 512 bytes backward
sg/sG seek begin(sg) or end (sG) of section or file
s.hexoff seek honoring a base from core->offset
Sa [[+-]a] [asz] seek asz (or bsize) aligned to addr
sn/sp seek next/prev scr.nkey
S/ DATA search for next occurrence of 'DATA'
s/x 9091 search for next occurrence of \x90\x91
Sb seek aligned to bb start
So [num] seek to N next opcode(s)
St seek to next function (f->addr+f->size)
SC str seek to comment matching given string
Sr pc seek to register
> 3s++ ; 3 times block-seeking
> s 10+0x80 ; seek at 0x80+10

|Ju|?BJ_MJ)Jlo.)LﬂJ—MJILJ.)-U'BJU\.DLO-&U.)-LISQ\J.UJ)JIJQVOLJUJL&&WM'PQ\D)SI
JLOJ-MJ.)I)S;QUJS.@GJ)JISJU\OWMS)JULOBSJ UIBJ.CGJIJUJL.;QS.)LNHOJMSU\JL_)Jl
3550 oo 031 Gasles (5pialy b JUST o Jlosew

‘> ? 0x100+200 O0x1C8 ; 456d ; 7100 ; 1100 1000

IJ(eredOMd..J.d..S)ULJ.(MlUHdOM.od.J.dS)ULulSJU\oLn.w._S)Jg.'a.lJamJ)
b)) ,oLz.:| |J_9ML>3 0)|)Jl.uu.9

kS_g.L OJl.)JI

LS CUO9IRo ()t J U ol)giws plos.cauwl Radare sl ojlasil jo 9 gwles Sobi o1l
SOHXE L)Lo_gS_)l -.S_:.Ja.o_‘) dS@S_g.L o_)l.bl g.AB_g.o W Hguo Ay A.ul_g.;guo asiuuod Louiv Lol :.))SMI_g.?
s s Olgic @y o> i oy print jgiwd au |

0xB7F9D810]> b?

Usage: b[f] [arg]

b display current block size
B+3 increase blocksize by 3




b-16 decrement blocksize by 3

b33 set block size to 33

b eip+4 numeric argument can be an expression
bf foo set block size to flag size

bm 1M set max block size
D 29 oolaiwl Sobs ojlal jusi sly b i
[OxO00000000]> b 0x100 ; block size = 0x100
[0x00000000]> b+16 ;. = 0x110
[Ox00000000]> b-32 5w = OXTO

a9 o odlaiwl cawl oo el oz u K lowgi oS Solb ojlal s sy bf giwo
ccannl @b o1l 0o Lis a2 Sobi o1xl b Jorems o rJlie Olgic

[0x00000000]> bf sym.main ; block size = sizeof(sym.main)
[0x00000000]> pd @ sym.main ; disassemble sym.main

Do plxl (pdf) oSG w0 @ | wldae g0 ol auilgino Lo

[0x00000000]> pdf @ sym.main

; b i,

§LQL)uJ)TJ) L soulbe So il alie sy gius y_g.o&o sl sl Ll g b o9) wgs Firmware
AiS o asl)l 1) S giwd radare Slis, pl olo plin slu

:.)Jl.) )PSLSASGJ_ Joy).o ,oLu l.?d._v_l))

[0xB7EE8810]> S?

Usage: S[?-.*=adlr] [...]

S ; list sections

S. ; show current section name

S? ; show this help message

S* ; list sections (in radare commands)

S= ; list sections (in nice ascii-art bars)

Sa [-] [arch] [bits] [[off]] ; Specify arch and bits for given section
Sd [file] ; dump current section to a file (see dmd)

S1 [file] ; load contents of file into current section (see dml)
Sr [name] ; rename section on current seek

S [off] [vaddr] [sz] [vsz] [name] [rwx] ; add new section
S-[id|0xoff|*] ; remove this section definition

‘S [off] [vaddr] [sz] [vsz] [name] [rwx] ; add new section

s Jlo vlgis o
‘[@x@@4@4888]> S Ox00000100 0x00400000 O0x0001aeO8 0001ael8 test rwx ‘

L i oMbl Jiuglos

\[0x00404888]> S : list sections \




[00].0x00000238 r-- va=0x00400238 sz=0x0000001c vsz=0000001c .interp
[01].0x00000254 r-- va=0x00400254 sz=0x00000020 vsz=00000020 .note.ABI tag
[02].0x00000274 r-- va=0x00400274 sz=0x00000024 vsz=00000024 .note.gnu.build id
[03].0x00000298 r-- va=0x00400298 sz=0x00000068 vsz=00000068 .gnu.hash
[04].0x00000300 r-- va=0x00400300 sz=0x00000c18 vsz=00000c18 .dynsym
[OXB7EEA810]> S= ; list sections (in nice ascii-art bars)

25 0x0001a600 |-------------mmmim i #| 0x0001a608 --- .gnu debuglink

26 0x0001a608 |----------------mmm oo #| O0x0001a706 --- .shstrtab
27*0x00000000 | #####A#AHAHHHHHHHHHHHHHHHHHH#HH## | 0X0001ae08 rwx ehdr

=> 0x00004888 |----- A T | 6x00004988

ceamnl g7z 5Lz Jo (39408 cro £ <= b aS) Loz 01,57 5 sitad by Jol o> aw
poS go i — L L) gius pb GSolw a4 gusi S capumi 00,5 3> sl

‘[GXB7EE8810]> S -.dynsym ‘

b cuwl
oS wolin 2 asliins 10 sbiad au | Lo LB wlugizo (s b5 el ojlzl laus_a; IORadare
S o Jabd Guxiz 0355 b sy ouloamoce wulodsS 130 wislas sl sl o 1) il
aS oy JBwl Sojl oolaiwl p&m))uds)gwtam L»u|J~a.Lzo&§Jhuw L Loy

ccuwl dube i AW i ) J L8 9 xiloaui ._sj.\.i,b, alasl> PP Q| sbhalxls ,oLm"_g d.oli).g
02l .5)|').ij cul.z..LS).m §|)J_ alizo cul.: ..sl.mouﬂ R Ay ))l_'é PV PLYSTIR] J'| oslaiwl L
N

|, SaS aS 2 ojlzlog e plzil (open (ize a) 0 giawwd jl oolaiwwl b b uld cui K5

. ,o.u|3_m

[0x00000000]> 07?
Usage: o[conm- ] [file] ([offset])
o} list opened files

oc [file] open core file, like relaunching r2
00 reopen current file (kill+fork in debugger)
00+ reopen current file in read-write

o4 priorize io on fd 4 (bring to front)

0-1 close file index 1

o /bin/1s open /bin/1ls file in read-only

0+/bin/1s open /bin/1ls file in read-write mode

o /bin/1ls 0x4000
on /bin/1ls 0x4000
om[?]

map file at 0x4000
map raw file at 0x4000 (no r bin involved)
create, list, remove IO maps

:P._I_JSQSJ.IAU o.)l.oTlJo.)Lu(_)Jo&.).&b.)o)Lﬂ

$ rabin2 -1 /bin/1s
[Linked libraries]
libselinux.so.1
librt.so.1
libacl.so.1
libc.so0.6

4 libraries

S el [ LB S



[0x00001190]> o /bin/zsh 0x499999

:@WIJomm&sbJ{b

[0x00000000]1> o

- 6 /bin/1ls @ 0x0 ; r

- 10 /lib/1d-1linux.s0.2 @ 0x100000000 ; r
- 14 /bin/zsh @ 0x499999 ; r

: aS wlz bin/zsh/ I 1) Jlawws S juolie 1 o

‘[0X00000000]> px @ 0x499999

s 05U 5 248 ooliial 0 giws Sl 6Sskw ar blils oul 02,8 Tl cxilSi cdl> Sl sl

[0x00000000]> o0-14

92,20 o bin alixe slaedd o 1) wleMbl oS cuwl ol radare saulS slboS g jl Sy
S i el g ar b il sbosl b cuwl gula sl olxil i slasgozo al)l
Gz ugl.i_»"u slael ,SJ)'.g slacl .ob‘gS slacl o slael O Hyguo ay )uu|/9.;u\o §)»L skools
JelS o iiowl G (C sl lis b ansi ooz slacdb L 8 sbhai) «wils)
2l g w2y s oaijlo

: cawl o cad 7p il oolaiwl b gsiws s wlz sbedb Sl i bl o

[0x08049AD0]> p?

Usage: p[=68abcdDfiImrstuxz][arg|len]

p=[bep?] [blks] show entropy/printable chars/chars bars
p2[len] 8x8 2bpp-tiles

p6[de]l[len] base64 decode/encode

p8[len] 8bit hexpair list of bytes

paled] [hex asm]
pl[bB][len]

pclp] [len]
pldD][Lf][1]
pfl?|.nam] [fmt]
pliI][df] [len]
pm[magic]

Pr [len]

p[kK] [len]
ps[pwz] [len]
pt[dn?] [len]
pulw] [len]
pvljh] [mode]
p[xx][owg] [len]
pz [len]

pwd

assemble (pa) or disasm (pad) or esil (pae) from hexpairs
bitstream of N bytes

output C (or python) format

disassemble N opcodes/bytes (see pd?)

print
print
print
print
print
print
print
print

formatted data (pf.name, pf.name $<expr>)

N instructions/bytes (f=func) (see pi? And pdi)
libmagic data (pm? For more information)

N raw bytes

key in randomart (K is for mosaic)
pascal/wide/zero-terminated strings

different timestamps

N url encoded bytes (w=wide)

bar|json|histogram blocks (mode: e?search.in)
hexdump of n bytes (o=octal, w=32bit, q=64bit)
print zoom view (see pz? for help)

display current working directory

Jlagwd 153 ¥.0.)

:.)J.ux._g_)J_JlSob

[0x00404888]1>px




-offset -0123456789ABCDEF 0123456789ABCDEF

0x00404888 3led 4989 dl5e 4889 e248 83e4 f050 5449 1.I..7H..H...PTI
0x00404898 c7cO 4024 4100 48c7 clbO 2341 0048 c7c7 ..Q@$A.H...#A.H..
0x004048a8 d028 4000 e83f dcff fff4 6690 662e Oflf .(@..7....f.f...

(e YY) ,Jl.m.w)b.{b Ny Cadvgig) ool olaw

[0x00404888]1> pxw

0x00404888 0x8949ed31 0x89485edl 0xe48348e2 0x495450f0 1.I..7H..H...PTI

0x00404898 0x2440c0c7 Oxc7480041 0x4123b0Ocl Oxc7c74800 ..@$A.H...#A.H..

0x004048a8 0x004028d0 Oxffdc3fe8 Ox9066f4ff Ox1fOf2e66 .(@..7....f.f...

[0x00404888]> e cfg.bigendian

false

[0x00404888]> e cfg.bigendian = true

[0x00404888]1> pxw

0x00404888 0x31ed4989 0xd15e4889 0xe24883e4 Oxf0505449 1.I..7H..H...PTI
0x00404898 0xc7c04024 0x410048c7 Oxclb02341 0x0048c7c7 ..Q@$A.H...#A.H..
0x004048a8 0xd0284000 Oxe83fdcff Oxfff46690 Ox662e0flf .(@..7?....f.f...

D enl jl i cuiun hexpair cuud S

[0x00404888]> p8 16
31ed4989d15e4889e24883e410505449

(e 5F) Jlowws 5 slaalS jlez ead 5, S

[0x08049A80]> pxq

0x00001390 0x65625f6b63617473 0x646€69620066967 stack begin.bind
0x000013a0 0x616d6f6474786574 0x7469727766006€69 textdomain. fwrit
0x000013b0 0x6b636T6Cc6755T65 OXx6d63727473006465 e unlocked.strcm

oo slacdls v.0.v
wilwi iy ol JB o aS (couw 25 wleMbl b b sSLE I dlis &) timestamp oz sbedl>

« MG (5o
[0x00404888]> pt?
|[Usage: pt[dn?]
| pt print unix time (32 bit cfg.big endian)
| ptd print dos time (32 bit cfg.big endian)
| ptn print ntfs time (64 bit Icfg.big endian)
| pt? show help message

: 2uiS oadline ntfs yloj o timestamp lgic a |, s, 9L auilgiimo lowiv Jlio Olgic a

[0x08048000]> eval cfg.bigendian = false
[0x08048000]> pt 4 29:04:32948 23:12:36 +0000
[0x08048000]> eval cfg.bigendian = true
[0x08048000]> pt 4

20:05:13001 09:29:21 +0000




S 0,S wls i . cawl anilss )uL Juwlei s sg, u endianness suin o oS olailon
D Jlo ulgis ay .S grep aiVlw @ g0 a ) @l auilgicao Lowi timestamp

[0x08048000]> pt | grep 1974 | wc -1
15

[0x08048000]> pt | grep 2022
27:04:2022 16:15:43 +0000

aiz iy LS ol oy leioguiv sai Sy cfg.datefmt jugio loawgs dilgio Oloj o8 iuw JBB
24iS o JWio | strftime(3) 0w
: strftime(3) as ogy o man axao jl sl 02y S

%a The abbreviated name of the day of the week according to the current
locale.

%A The full name of the day of the week according to the current locale.
%b The abbreviated month name according to the current locale.

%B The full month name according to the current locale.

%C The preferred date and time representation for the current locale.

%C The century number (year/100) as a 2-digit integer. (SU)

%d The day of the month as a decimal number (range 01 to 31).

%D Equivalent to %m/%d/%y . (Yecch—for Americans only. Americans should

note that in other countrie

S %d/%m/%y is rather common. This means that in international context this
format is ambiguous and s hould not be used.) (SU)

%e Like %d, the day of the month as a decimal number, but a leading zero is
replaced by a space.(SU)

%E Modifier: use alternative format, see below. (SU)

%F Equivalent to %Y-%m-%d (the ISO 8601 date format). (C99)

%G The ISO 8601 week-based year (see NOTES) with century as a decimal
number. The 4-digit year corresponding to the ISO week number (see %V).This

has the same format and value as%Y, except that if the ISO week number belongs
to the previous or next year, that year is used instead.(TZ)

%0 Like %G, but without century, that is, with a 2-digit year (00-99). (TZ)
%h Equivalent to %b. (SU)

%H The hour as a decimal number using a 24-hour clock (range 00 to 23).

%1 The hour as a decimal number using a 12-hour clock (range 01 to 12).

%] The day of the year as a decimal number (range 001 to 366).

%k The hour (24-hour clock) as a decimal number (range 0 to 23); single
digits are preceded by a blank. (See also %H.) (TZ)

%1 The hour (12-hour clock) as a decimal number (range 1 to 12); single
digits are preceded by a blank. (See also %I.) (TZ)

%m The month as a decimal number (range 01 to 12).

%M The minute as a decimal number (range 00 to 59).

%n A newline character. (SU)

%0 Modifier: use alternative format, see below. (SU)

%P Either "AM" or "PM" according to the given time value, or the
corresponding strings for the current 1

ocale. Noon is treated as "PM" and midnight as "AM".

%P Like %p but in lowercase: "am" or "pm" or a corresponding string for the

current locale. (GNU)

%I The time in a.m. or p.m. notation. In the POSIX locale this is equivalent
to %I:%M:%S%p. (SU)

%R The time in 24-hour notation (%H:%M).(SU) For a version including the
seconds,see %T below.

%S The number of seconds since the Epoch, 1970-01-01 00:00:00 +0000 (UTC).
(TZ)

%S The second as a decimal number (range 00 to 60). (The range is up to 60
to allow for occasional leap seconds.)

%t A tab character. (SU)




%M:%S) . (SU)
range 1 to 7, Monday being 1. See also

The time in 24-hour notation (%H:
The day of the week as a decimal,
%w. (SU)

%U The week number of the current year as a decimal number, range 00 to 53,
starting with the first S unday as the first day of week 01. See also %V and
SW.

%V The ISO 8601 week number (see NOTES) of the current year as a decimal
number,range 01 to 53, where week 1 is the first week that has at least 4 days
in the new year. See also %U and%W. (U)

%T
%

u

%BwW The day of the week as a decimal, range 0 to 6, Sunday being 0. See also
%U .
%W The week number of the current year as a decimal number, range 00 to 53,

starting with the first M onday as the first day of week 01.

%X The preferred date representation for the current locale without the
time

% The preferred time representation for the current locale without the
date

%Yy The year as a decimal number without a century (range 00 to 99).

% The year as a decimal number including the century.

%Z The +hhmm or -hhmm numeric timezone (that is, the hour and minute offset
from UTC) (Su)

% The timezone name or abbreviation.

%+ The date and time in date(l) format. (TZ) (Not supported in glibc2.)
%% A literal '%' character.

adgl sy ggi ¥.0.Y

sioaazy sy lizlw au lai 815, 5929 pusiwd o wlz sbadls b sy g5i plai sl
7pf 1S b lodd suiwd dioadde

t 3yl 0929 adgl sl 95 sLu (7pF ) 0o sbaedb l Gawd kil

sl 0929 adgl sl gg5 sl (7pf) L sSaadb I G il

Usage: pfl.key[.field[=value]]|l valll|[times][format] [arg0® argl
cen
Examples:
pf 10xiz pointer length string
pf {array size}b @ array base
pf.
# list all formats
pf.obj xxdz prev next size name
pf.obj #
run stored format
pf.obj.name # show string inside
object
pf.obj.size=33 # set new size
Format chars:
e - temporally swap endian
f - float value (4 bytes)
C - char (signed byte)
b - byte (unsigned)
B - show 10 first bytes of buffer
i - %1 integer value (4 bytes)
w - word (2 bytes unsigned short in hex)
q - quadword (8 bytes)
p - pointer reference (2, 4 or 8 bytes)
d - Ox%08x hexadecimal value (4 bytes)
D - disassemble one opcode
X - 0x%08x hexadecimal value and flag (fd @ addr)
z - \0 terminated string




z - \0 terminated wide string
S - 32bit pointer to string (4 bytes)
S - 64bit pointer to string (8 bytes)
* - next char is pointer (honors asm.bits)
+ - toggle show flags for each offset
: - skip 4 bytes
- skip 1 byte

:p.g_.iSoliiJlio.)i.?@.)g,b.)o)L?l

[0x4A13B8CO]> pf i

0x00404888 = 837634441
[0x4A13B8CO]> pf

0x00404888 = 837634432.000000

(ASM . C) guio ¥.0.¥
Jjl sl ole 35 Ol uize sadls : JSON, C,Python,Cstring(pcj, pc,pcp, pcs)pc C pes
string pcj json pcJ
pcw words (4 byte) pcd dwords (8 byte) python javascriptpcp.

[0xB7F8E810]> pc 32

#define BUFFER SIZE 32

Unsigned char buffer[ BUFFER SIZE] = {

0x89, Oxe0d, Oxe8, 0x49, 0x02, 0x00, 0x00, 0x89, 0xc7, Oxe8, Oxe2, Oxff, Oxff,
Oxff, 0x81, Oxc3, 0xd6, Oxa7,

0x01, Ox00, Ox8b, 0x83, 0x00, Oxff, Oxff, Oxff, Ox5a, 0x8d, 0x24, 0x84, 0x29,
Oxc2 };

[0x7fcd6a891630]> pcs

"\x48\x89\xe7\xe8\x68\x39\x00\x00\x49\x89\xc4\x8b\x05\xef\x16\x22\x00\x5a\x48\x

8d\x24\xc4\x29\xc2\x52\

x48\x89\xd6\x49\x89\xe5\x48\x83\xed\xFO\x48\x8b\x3d\x06\x1a

_ qi;i;_)/\".O.Q
.(info messages L debug asserts,) xiiwd glgi s,S 5 90 ,o wleMbl g7 10 Ygo20 YI |
: S o wiluiiy ai; calixe slbed BB 1 Radare ) uli

[0x00404888]> ps?

|[Usage: ps[zpw] [N]

| ps = print string

| psb = print strings in current block
| psx = show string with scaped chars
| psz = print zero terminated string

| psp = print pascal string

| psw = print wide string

JBawl l eolaiwl b aS 5,15 5929 Jlio K il jo.09s 2idlgs o0 b aidly asils baiiw, el
L, xg, JiS Lo aS wolSid.ogaiv Lzl syscallopen” aS (idg U 03,5 Iy aslsl asliu szl 155
o <90 |y cawl 02 5, ebx% lawss syscall ay aS (uln OlosS )l Lo 1piS (e bl
L ssilgino a8 cawl a0 L aidly aoils aiun, So jinl)l ol 'open' g1 ,9 5,90 5. ouiS

Douu b psz il oolaiwl

[0x4A13B8CO]> dcs open
0x4al4fc24 syscall(5) open ( 0x4al51c91 Ox00000000 O0x00000000 ) = Oxffffffda




[0x4A13B8CO]> dr

eax Oxffffffda esi Oxffffffff eip Ox4aldfc24

ebx 0x4al51c9l edi 0x4al51lbel oeax 0x00000005

ecx Ox00000000 esp Oxbfbedblc eflags 0x200246
edx 0x00000000 ebp Oxbfbedbb0® cPazZstIdor® (PZI)
[0x4A13B8CO]>

[0x4A13B8CO]> psz @ Ox4al51c9l

/etc/1ld.so.cache

alsl> Uz 3.5.6
215 2929 o s aimy sesls glgil Yo Lz UKl pf giws jl oolaiwl b (puizon

[0xB7F08810]> pf xxS @ rsp

0x7fff0d29da30 = 0x00000001
0x7fff0d29da34 = Ox00000000
0x7fff0d29da38 = Ox7fff0d29da38 -> 0x0d29f7ee /bin/1s

|).90.)Ln.;.w|.)J3.o&:L&mom )JﬁLmuLonglmu))Soli: §|)J.)u|3.uu\o L-).;| JLn.ou|3.|.§«m
.\_uS.)pra_Lul.oSS)|u|9.a.Cm|J"4]a_9l.>m.wju.”_9"&us.)me4w|mu.)w).5|).:.)).&.:
.xm.))..u.a.:|qu9|/9muul£3wx93.ou39.oUJ9mm@)|o)an|L_9

oLl oS capm | b, lisbw 51 sl all pf il eslaiwl b oS 5,015 5529 0lKel ol orizod
2apd s soae Hlade a | ey xiguiny IS ol

cun) S 0lsis ar BOT 02,5 wdlol I ool L s bu Sl alid b sl wilsice oizad Lo
i i L el S silodid b bl abols [ oS b ologS)T

[0x4A13B8CO]> pf 2*xw pointer type @ esp
0x00404888 [0] {

pointer :
(*oxffffffff8949ed31) type : 0x00404888 = 0x8949ed31
0x00404890 = 0x48e2
}
0x00404892 [1] {
(*0x5010e483) pointer : 0x00404892 = 0x50f0e483
type : 0x0040489a = 0x2440
}

: cawl Gstreamer sl oSN soy 0 pf il eolaiwl Glas Jlo

$ radare ~/.gstreamer-0.10/plugins/libgstflumms.so

[0x000028A0]> seek sym.gst plugin desc

[OxO000185E0]> pf iissxsssss major minor name desc init version \
license source package origin

major : 0x000185e0 = 0

minor : 0x000185e4 = 10

name : 0x000185e8 = 0x000185e8 flumms

desc : 0x000185ec = 0x000185ec Fluendo MMS  source
_init : 0x000185f0 = 0x00002940

version : 0x000185f4 = 0x000185f4 0.10.15.1

license : 0x000185f8 = 0x000185f8 unknown

source : 0x000185fc = 0x000185fc gst-fluendo-mms

package : 0x00018600 = 0x00018600 Fluendo MMS  source
origin : 0x00018604 = 0x00018604 http://www.fluendo.com

o] L ¥.0.V
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d : disassembly N opcodes count of opcodes
D: asm.arch disassembler bsize bytes
[0x00404888]> pd 1

;-- entry0:

0x00404888 31led xor ebp, ebp

Sulozoe lzul ¥.0.A

L ssilgico Lo oguis (o way s asm.arch b))l jusin lawgi (daow! paud sy s)loso g4

S cud | s )loro sy jusio plas 7 = e asm.arch jl oslaiwl

[OxB7F08810]> e asm.arch = ?
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32
32
16
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32
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32

32
32

64

64
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32

64
32
32

64

64

64

32
32
64

16 32 64
16 32 64

16 dcpule pd mojang's dcpu-16

64
64

64
64

8051 pd 8051 intel cpu

arc gpl3 argonaut risc core

arm gpl3 acorn risc machine cpu

arm.cs bsd capstone arm disassembler
arm.winedbg lgpl2 winedbg's arm disassembler
avr gpl avr atmel

bf 1gpl3 brainfuck

crle LGPL3 crl6 disassembly plugin

csr PD Cambridge Silicon Radio (CSR)

dalvik lgpl3 androidvm dalvik

ebc LGPL3 EFI Bytecode

LGPL3 GameBoy(TM) (z80-1like)

h8300 LGPL3 H8/300 disassembly plugin
18080 BSD Intel 8080 CPU

java Apache Java bytecode

m68k BSD Motorola 68000

malbolge LGPL3 Malbolge Ternary VM

mips gpl3 mips cpu

mips.cs bsd capstone mips disassembler
msil pd .net microsoft intermediate language
nios2 gpl3 nios ii embedded processor
ppc gpl3 powerpc

ppc.cs bsd capstone powerpc disassembler
rar 1gpl3 rar vm

sh gpl3 superh-4 cpu

sparc gpl3 scalable processor architecture
tms320 lgplv3 tms320 dsp family

ws lgpl3 whitespace esotheric vm

x86 bsd udis86 x86-16,32,64

x86.cs bsd capstone x86 disassembler
x86.nz lgpl3 x86 handmade assembler
x86.0lly gpl2 ollydbg x86 disassembler
z80 nc-gpl2 zilog z80

ol plai g ooleiwl Hliewl s o9, s Sy Slu xilgicw oS o)l 2929 ain S (paiz

D 00> 7w .e? Asm I eolaiwl U xilgiee sl aig S

asm.os: Select operating system (kernel) (linux, darwin,w32,..)
asm.bytes: Display the bytes of each instruction

asm.cmtflgrefs: Show comment flags associated to branch referece
asm.cmtright: Show comments at right of disassembly if they fit in screen
asm.comments: Show comments in disassembly view

asm.decode: Use code analysis as a disassembler

asm.dwarf: Show dwarf comment at disassembly




asm.esil: Show ESIL instead of mnemonic

asm.filter: Replace numbers in disassembly using flags containing a dot in the
name in disassemb ly

asm.flags: Show flags

asm.lbytes: Align disasm bytes to left

asm.lines: If enabled show ascii-art lines at disassembly
asm.linescall: Enable call lines

asm.linesout: If enabled show out of block lines

asm.linesright: If enabled show lines before opcode instead of offset
asm.linesstyle: If enabled iterate the jump list backwards
asm.lineswide: If enabled put an space between lines

asm.middle: Allow disassembling jumps in the middle of an instruction
asm.offset: Show offsets at disassembly

asm.pseudo: Enable pseudo syntax

asm.size: Show size of opcodes in disassembly (pd)

asm.stackptr: Show stack pointer at disassembly

asm.cycles: Show cpu-cycles taken by instruction at disassembly
asm.tabs: Use tabs in disassembly

asm.trace: Show execution traces for each opcode

asm.ucase: Use uppercase syntax at disassembly

asm.varsub: Substitute variables in disassembly

asm.arch: Set the arch to be usedd by asm

asm.parser: Set the asm parser to use

asm.segoff: Show segmented address in prompt (x86-16)

asm.cpu: Set the kind of asm.arch cpu

asm.profile: configure disassembler (default, simple, gas, smart, debug, full)
asm.xrefs: Show xrefs in disassembly

asm. functions: Show functions in disassembly

asm.syntax: Select assembly syntax

asm.nbytes: Number of bytes for each opcode at disassembly
asm.bytespace: Separate hex bytes with a whitespace

asm.bits: Word size in bits at assembler

asm.lineswidth: Number of columns for program flow arrows

Do o oo laiwl

intel
att

e asm.syntax
e asm.syntax

oz9,> aS asm.esil g caawl 2S5 auiv jl G guwles K oS asm.pseudo suilgire rizad Lo
wz9,> Sa gimloi Ol VoS ow b cwl (ke 0L seljol i sy aii ) ESIL
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[0x4A13B8CO]> f flag name @ offset




[0x4A13B8CO]> f -flag name

;oS oolaiwl fs g jl QT eslw b oz 0 vaz sblas o adew sla

[0x4A13B8CO]> fs ; list flag spaces

00 symbols
01 imports
02 sections
03 strings
04 regs
05 maps

[0x4A13B8CO]> fs symbols ; select only flags in symbols flagspace
[0x4A13B8CO]> f ; list only flags in symbols flagspace
[0x4A13B8CO]> fs * ; select all flagspaces

2udd b s 1) oz 0 ailei o Tl oolaiw! b Lo
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r 1024 ; resize the file to 1024 bytes
r -10 @ 33 ; strip 10 bytes at offset 33

092 o wl xiils sazio 39,9 sSlacdld ul.o S oolaiwl w giws I b eul Hivvei slp
135S o Jogud | 00,08 slbaiis, ¢ hexpair sl b (o LB [adword .las

[0x00404888]1> w?

|[Usage: w[x] [str] [<file] [<<EOF] [@addr]

| w foobar write string 'foobar'

| wh r2 whereis/which shell command

| wr 10 write 10 random bytes

| ww foobar write wide string 'f\x000\x000\x00b\x00a\x00r\x00"

| wa push ebp write opcode, separated by ';' (use '"' around the command)
| waf file assemble file and write bytes

| wA r o alter/modify opcode at current seek (see wA?)

| wb 010203 fill current block with cyclic hexpairs

| wel[ir*?] write cache undo/commit/reset/list (io.cache)

| wx 9090 write two intel nops

| wv eip+34 write 32-64 bit value

| wo? Hex write in block with operation. 'wo?' fmi

| wn fOff set binary mask hexpair to be used as cyclic write mask

| ws pstring write 1 byte for length and then the string

| wf -|file write contents of file at current offset

| wF -|file write contents of hexpairs file here

| wp -|file apply radare patch file. See wp? fmi

| wt file [sz] write to file (from current seek, blocksize or sz bytes)




L laJlis | o

[0x00000000]> wx 123456 @ 0x8048300
[0x00000000]> wv 0x8048123 @ 0x8049100
[0x00000000]> wa jmp 0x8048320

Joe L piivgi Y.AN
wd29 Soli 59, m Nilgicsmo aS S0 Jgud |) wldae I alizxe glgil (g Jas) wWo ) giwd
... XOR, ADD, SUB &, Jlio 0lgis as.xiguiv Jlacl

[0x4A13B8CO]> wo?
|Usage: wo[asmdxoArl24] [hexpairs] @ addr[:bsize]

| Example:
| wox 0x90 ; Xor cur block with 0x90
wox 90 ; xor cur block with 0x90

wox 0x0203 ; xor cur block with 0203
woa 02 03 ; add [0203]1[0203]1[...] to curblk

woe 02 03

Supported operations:

wow == write looped value (alias for 'wb')
woa += addition

woSs -= substraction

wom *= multiply

wod /= divide

wox "= Xxor

woo |= or

woA &= and

woR random bytes (alias for 'wr $b' )
wor >>= shift right

wol <<= shift left

wo2 2= 2 byte endian swap

wo4 4=4 byte endian swap

cawl )Soe radare adgl aiwd jl oslaiwl b s,)135 50, pi s8I S s jlwosly Gvg, ol L
D oo plxil | xor(90) +  addition(01  02) & o) awud>

[0x7fcdb6a891630]> px

- offset -0123456789ABCDETF 0123456789ABCDEF
0x7fcd6a891630 4889 e7e8 6839 0000 4989 c48b 05ef 1622
H...h9..I...... .

0x7fcd6a891640 005a 488d 24c4 29c2 5248 89d6 4989 e548 .ZH.$%$.).RH..I..H
0x7fcd6a891650 83e4 048 8b3d 061a 2200 498d 4cd5 1049
R T ) I |

0x7fcd6a891660 8d55 0831 ede8 06e2 0000 488d 15cf €600

0x7fcd6a891630]> wox 90

[0x7fcd6a891630]> px

- offset -0 123456789ABCDETF 0123456789ABCDEF
0x7fcd6a891630 ds19 7778 dal9 541b 90ca dgld c2d8 1946

0x7fcd6a891640 1374  60d8  b29®  d9ld  1dc5  98al 9090  d8ld
t .,

ox7fcd6a891650 90dc 197¢ of8f 1490 d81d 95d9 of8f
1490 A
0x7fcd6a891660 13d7 9491 of8f 1490 13ff 9491 9f8f

1490




[0x7fcd6a891630]> woa 01 02
[0x7Tcd6a891630]> px

- offset - 01 23 45 67 89 AB CD EF 0123456789ABCDEF
0x7fcd6a891630 d91b 787a 91lcc d91f 1476 6lda lec7 99a3 ..xz..... Va.....
0x7fcd6a891640 91de la7e d9lf 96db 14d9 9593 1401 9593 ...~............
0x7fcd6a891650 c4da la6d e89a d959 9192 9159 1cbl d959 ...m...Y...Y...Y
0x7fcd6a891660 9192 79cb 8lda 1652 8lda 1456 a252 7c77 ..y ....R...V.R|w
U)JLMAD/k.AS)?

eli aS swilbbwwn/aS > Y gy oS Sl oolaiwwl b s ugaai laazo jo ) by cul awilgico Lo
aS 2SS Joo b 9l sy u wlgiws uldiiun aiwe Yy 9 Y sy jgiwd sy )leime
VY Jsiwd Sl eolaiwl L suilgicen Louiw.aiS (o 0 053 29 seziwz jl | oou Givylos <L N
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[0x00000000]> y?
|[Usage: y[ptxyl [len] [[@]addr]
| vy show yank buffer information (srcoff len bytes)
| v 16 copy 16 bytes into clipboard
| v 16 0x200 copy 16 bytes into clipboard from 0x200
| v 16 @ 0x200 copy 16 bytes into clipboard from 0x200
| yp print contents of clipboard
| yx print contents of clipboard in hexadecimal
| yt 64 0x200 copy 64 bytes from current seek to 0x200
| yf 64 0x200 file copy 64 bytes from 0x200 (opens w/io), use -1 for all bytes
| yfa file copy copy all bytes from from file (opens w/io)
| yy 0x3344 paste clipboard
. aigoJ
[0x00000000]> s Ox100 ; seek at 0x100
[0x00000100]> y 100 ; yanks 100 bytes from here
[0x00000200]> s Ox200 ; seek 0x200
[0x00000200]> yy ; pastes 100 bytes

o922 plail bz SG o ) vaibwz 9 wS o Soaailsicee Lo yt s Sl eolaiwl
D cawl ) 2ilod oolaiwl

[Ox4A13B8CO]> x

Offset 0123456789A8B 0123456789AB
0x4A13B8CO, 89e0 e839 0700 0089 c7e8 e2ff ...9........
0x4A13B8CC, ffff 81lc3 eeab 0100 8b83 08ff  ............
0x4A13B8D8, ffff 5a8d 2484 29c2 L Z2.%.)).
[Ox4A13B8CO]> yt 8 Ox4A13B8CC @ Ox4A13B8CO

[Ox4A13B8CO]> X

Offset 0123456789 A8B 0123456789AB

0x4A13B8CO, 89e0 e839 0700 0089 c7e8 e2ff e
0x4A13B8CC, 89e0 e839 0700 0089 8b83 08ff...9........
0x4A13B8D8, ffff 5a8d 2484 29c2 L Z2.%.).
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[0x00404888]> c?

| Usage: c[?dfx] [argument]

| ¢ [string] Compares a plain with escaped chars string

| cc [at] [(at)] Compares in two hexdump columns of block size
| c4 [value] Compare a doubleword from a math expression

| c8 [value] Compare a quadword from a math expression

| cx [hexpair] Compare hexpair string

| cX [addr] Like 'cc' but using hexdiff output

| cf [filel Compare contents of file at current seek

| cglo] [filel Graphdiff current file and [file]

| cu [addr] @at Compare memory hexdumps of $$ and dst in unified diff
| cwlus?] [..] Compare memory watchers

| cat [file] Show contents of file (see pwd, 1s)

| cl|cls|clear Clear screen, (clear® to goto 0, 0 only)

[0x08048000]> p8 4

7f 45 4c 46

[0x08048000]> cx 7f 45 90 46

Compare 3/4 equal bytes

0x00000002 (byte=03) 90 ' ' -> 4c 'L’
[0x08048000]>

el )S a.uwl.n.o §|)4 )J|AJLLuu| & aS cuwl cc 94w D (d.u.ULn.o) CJ'| )_{;_3 9w M) ..S;

[0x4A13B8CO]> cc 0x39e8e089 @ 0x4A13B8CO
[0x08049A80]> cc sym.main2 @ sym.main

23S re amulio (ol o,le L (0x00000000) s Jxo 1 1 cnli)lez anlS S, c8

[0x00000000]> c8 4

Compare 1/8 equal bytes (0%)
0x00000000 (byte=01) 7f ' ' -> 04 ' '
0x00000001 (byte=02) 45 'E' -> 00 ' '
0x00000002 (byte=03) 4c 'L' -> 00 ' '

[0x00000000]> cx 7469046

Compare 2/4 equal bytes

0x00000001 (byte=02) 45 'E' -> 46 'F'
0x00000002 (byte=03) 4c 'L' -> 90 ' '

Y-St ) ,OL?J| au lio PLYSVIA J'l

r2 /bin/true

[0x08049A80]> s 0O
[0x08048000]> cf /bin/true
Compare 512/512 equal bytes
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ol ) 7 asilgicne Lo s usai edlz o addS sba caS i plai 5590 0 S8 el sl

Lud)

?

/
:cmd
;[-1cmt
/*+-11]
>||<
i/a/A
b/B

c/C
d[f?]

D

e

f/F

aG

Hikl
mK/ 'K

n/N

V/W

uu

X

yY

z

Enter

Function
F2
F7
F8
F9

Visual mode help:

show this help or manpage in cursor mode
enter the hud
seek to program counter
in cursor mode search in current block
run radare command
add/remove comment
change block size, [] = resize hex.cols
seek aligned to block size
(i)nsert hex, (a)ssemble code, visual (A)ssembler
toggle breakpoint / automatic block size
toggle (c)ursor and (C)olors
define function, data, code, ..
enter visual diff mode (set diff.from/to)
edit eval configuration variables
set/unset flag
go seek to begin and end of file (0-%s)
move around (or HJKL) (left-down-up-right)
mark/go to Key (any key)
walk the mounted filesystems
seek next/prev function/flag/hit (scr.nkey)
go/seek to given offset
rotate print modes (hex, disasm, debug, words, buf)
back to radare shell
randomize color palette (ecr)
step/ step over
track flags (browse symbols, functions..)
browse anal info and comments
visual code analysis menu
(V)iew graph using cmd.graph (agv?), open (W)ebUI
undo/redo seek
show xrefs to seek between them
copy and paste selection
toggle zoom mode
follow address of jump/call
Keys: (See 'e key.'), defaults to:
toggle breakpoint
single step
step over
continue
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<select 10 bytes in visual mode using upper hjkl>
<press 'I' and then '12 34'>

el odgaxo 34 12 34 12 34 12 34 12 34 12 : oy 2 .mlp S oouiv wlxil el V-
ul.k.ul §Lb wl.u ool &9 L 2 g oolawl d .).JJS l.: olj.o.mg )Su.).o.b Lu .).ulyu\.o 0u uL?uu' §Lh
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SH9AT T2
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D g ol auilgice 25 58 s 9

S_ugai Xrefs

USJ.\JSQ.OGJLWO)LU IJ&)L)M}JIS&LBJ)JSQLAWIASSLS)JW JQJIJLSIJJ Radare
9 03l a_LlJlu\_lszz.oJuLn.oJ)(ASLo)b) xref ol shu 1) gio S oS cuwl X oS LibulJl
XREFu|mu))SoL§J_9Xu.)|.)JLu_9,olS.A.m Jhou|_9.a£—m.u5wuu); l:u|ou

fcn.004028d0
fcn.004028d0

.--> ; CODE
CODE
CODE
CODE

(CALL) XREF from 0x00402b98
(
(
(
CODE (CALL
(
(
(
(

( )
CALL) XREF from 0x00402ba0 ( )
CALL) XREF from 0x00402ba9 (fcn.004028d0)
XREF from 0x00402bd5 (fcn.004028d0)
XREF from 0x00402beb (fcn.004028d0)
(fcn.004028d0)
(fcn.004028d0)
(fcn.004028d0)
(fcn.004028d0)

CODE XREF from 0x00402c31
XREF from 0x00402c40
CALL) XREF from 0x00402c51

)
)
CODE (CALL) XREF from 0x00402c25
)
)

CODE
CODE

:
v

NE = N NE o wE o wE wE v~

X 0ab s 5l asy

[GOTO XREF]>

[0] CODE (CALL
[1] CODE (CALL XREF 0x00402ba0
[2] CODE (CALL XREF 0x00402ba9

) XREF 0x00402b98
)
)

[3] CODE (CALL) XREF 0x00402bd5
)
)
)

loc.00402b38)
loc.00402b38)
loc.00402b38)
loc.00402b38)
[4] CODE (CALL XREF 0x00402beb )
[5] CODE (CALL XREF 0x00402c25 )
)

[6] CODE (CALL XREF 0x00402c31

loc.00402b38
loc.00402b38
loc.00402b38

P




[7] CODE (CALL) XREF 0x00402c40 (loc.00402b38)
[8] CODE (CALL) XREF 0x00402c51 (loc.00402b38)
[9] CODE (CALL) XREF 0x00402c60 (loc.00402b38)
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aq o Sug solasi oS cuwl esteve lawgi oai plxil sbo,S Ly iise radare sz gise

U=S pasino 9 Soiul sSwle L saudS aolS (paiz sexivwz Os] oS cuwl oo asliol gl
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el [ xieijad giwd ol

[0x00000000]> /

Usage: /[amx/] [arg]

/ foo\x00 search for string " foo\0"

/w foo search for wide string " f\00\0o\0"

/wi foo search for wide string ignoring case "~ f\00\00\0"
/V ff search for first occurrence not matching

/1 foo search for string “foo' ignoring case
/e /E.F/1i match regular expression

/x ff0033 search for hex string

/x ff..33 search for hex string ignoring some nibbles
/x ff43 ffdo search for hexpair with mask

/d 101112 search for a deltified sequence of bytes

/1x 00 inverse hexa search (find first byte != 0x00)
/c jmp [esp] search for asm code (see search.asmstr)

/a jmp eax assemble opcode and search its bytes

/A search for AES expanded keys

/r sym.printf analyze opcode reference an offset

/R search for ROP gadgets

/P show offset of previous instruction

/m magicfile search for matching magic file (use blocksize)
/p patternsize search for pattern of given size

/z min max search for strings of given size

/v[?248] num look for a asm.bigendian 32bit value

// repeat last search

/b search backwards

weSew So gl a5 AS i 8,9 9 9o aid S LIS @ L8 S olsis s juz e Radare |
ol g alasls 2uhy6 o oyes ol l olSiws K,

adgl 9z
Fewwl ) @ awi suz LS JS o oolw aiy K sy adgl semivue K

$ r2 -c "/ lib" -q /bin/1s

Searching 3 bytes from 0x00400000 to 0x0041ae@8: 6¢C 69 62
Hits: 9

0x00400239 hit0 0 "1ib64/1d-1linux-x86-64.50.2"
0x00400f19 hito 1 "libselinux.so.1"

0x00400fae hitO 2 "librt.so.1"

0x00400fc7 hit0 3 "libacl.so.1l"

0x00401004 hit0 4 "libc.so.6"

0x004013ce hitO 5 "libc _start main"

0x00416542 hit0 6 "libs/"

0x00417160 hit0 7 "lib/xstrtol.c"

0x00417578 hit0 8 "lib"

- las gouw s 9 (Ol Yoxu) g w wdls /12 q
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[0x00404888]> / 1s

[0x00404888]> ps @ hitd 0
lseek

20 Joliv oS b QT)H;SMIJ wiVebb sbaii, W/ |l eolaiwl b psilgiso puizon b
(i 9>, O

[Ox00000000]> /w Hello
0 results found.

23,1 2929 smiamz i, o Jlewwd K 1 sl adlos S 5 0ol Guized

[0x00000000]> / \X7FELF

L Jlowws |58 5395 o Yloizl s plul L) Jlowws S semimz o splsu Lo L3 Lol
D aubdce ez X/ L

[0x00000000]> /x 7F454C46

D dguise o a3 S€Arch pz py sliad o gz b plxil sziwmz oS ollin

[0x00000000]> f

0x00000135 512 hit0 0
0x00000b71 512 hito 1
0x00000bad 512  hit0 2
0x00000bdd 512 hit0 3
0x00000bfb 512 hit0O 4
0x00000f2a 512 hitd 5

_ 2uiS oolaiw] ¥F@-hit giwd 1 sawlgicme lasv (b oz 0 ul 0,5 SU sl
sz g3l sl o) an L S LIS olwss L L Vs wian sl oS wligl cals
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[0x00000f2al> // ; repeat last search

R (S 2 Sy
Do sau Sy € bl lwgi xilgice 9wz gigo

Configuration:

e cmd.hit = x ; command to execute on every search hit

e search.distance = 0 ; search string distance

e search.in = [foo] ; boundaries to raw, block, file, section)
e search.align = 4 ; only catch aligned search hits

e search.from = 0 ; start address

e search.to = 0 ; end address

e search.asmstr = 0 ; search string instead of assembly

e search.flags = true ; if enabled store flags on keyword hits
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[0x00000000]> /p 10
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L=l gxiauzs jgigo Sa lowei Yo wbiws pBin jo oS Hgiwd & sy sy cmduhit jusio
script-file-name. Ly ; 5l auiS Lol 1) jgiws Sl Giuw audlgz o Lo jS109, (o JIS as dguivso
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[0x00404888]> e cmd.hit = p8 8
[0x00404888]> / lib
Searching 3 bytes from 0x00400000 to 0x0041ae@8: 6¢C 69 62

Hits: 9

0x00400239 hit4 0 "1ib64/1d-1inux-x86-64.s0.2"
31ed4989d15e4889

0x00400f19 hit4 1 "libselinux.so.1"
31ed4989d15e4889

0x00400fae hit4 2 “librt.so.1"
31ed4989d15e4889

0x00400fc7 hit4 3 "libacl.so.1"
31ed4989d15e4889

0x00401004 hit4 4 "libc.so.6"
31ed4989d15e4889

0x004013ce hit4 5 "libc_start main"
31ed4989d15e4889

0x00416542 hit4 6 "libs/"
31ed4989d15e4889

0x00417160 hit4 7 "lib/xstrtol.c"
31ed4989d15e4889

0x00417578 hit4 8 "lib"
31ed4989d15e4889
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/c jmp [esp] search for asm code

[0x00404888]> /c jmp qword [ rdx]

f hit 0 @ 0x0040e50d # 2: jmp gword [rdx]
f hit 1 @ 0x00418dbb # 2: jmp gword [rdx]
f hit 2 @ 0x00418fch # 3: jmp gword [rdx]
f hit 3 @ 0x004196ab # 6: jmp gword [rdx]
f hit 4 @ 0x00419bf3 # 3: jmp gword [rdx]
f hit 5 @ 0x00419clb # 3: jmp gword [rdx]
f hit 6 @ 0x00419c43 # 3: jmp gword [rdx]
/a jmp eax assemble opcode and search its bytes
[0x00404888]> /a jmp eax

Hits: 1

0x004048e7 hit3 0 ffeQ0f1f8000000000b8

AES skoulS gz

IS soodS 93,8 Iy s gl oS et oSl uiluisiay (o oS Victor Muoz | 8w L
J=b oL L cfglimit L (=9 J=o jl | szl 00,8 adliol | 59y 00l> arwgi AES aish,
: S adgio C7 oS Ooby Ll L | gz awilgicso asiod Lasiv. xS o |)>|

$ sudo r2 /dev/mem
[0x00000000]> /A
0 AES keys found
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A4S Lo ._,u|3_>|)_9 ouf g Intel, ARM (>,S Juouwl O 6').) uw lio olJ S o |J objdump

sl olasi a8 plad 0S5 LSS sl Lol aiS e LIS oS cauwl (> ol ) S ol o cuwl gun
aizd] Yol S Jiwlay ¢ 3510k 5929 s jlw o453 slu Uul.io@ml).ug)ﬁg\o I ool oxijlo g
el

o lizo gloil olzil OlSol Lou ay oS cuwl Radare o adgl Jguol 1 S5 dioww| Guud 09 sl
220 oo pd' giwd b L 0,8 ol uw)§|);§)Loxo

|, s,z Seli jl opcode slass az aSiul 02,5 Lasuite Jolaio a | soas OlogS )T & 'pd' ) giwo
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[0x00000000]> b 100 ; set block size to 100
[0x00000000]> pd ; disassemble 100 bytes
[0x00000000]> pd 3 ; disassemble 3 opcodes
[0x00000000]> pD 30 ; disassemble 30 bytes

88 e L) b eyl slasi opeode slasi sls as Lol xS e HLS 'pd" as agiv 'pD' ) giawd
ol 2l oxdilss 1) 08 ol olass b U1 Lol el LicSio 5 olusl ol a 'pseudo’ ol S
Dol ool algino

[0xB7FB8810]> e asm.pseudo = true
[0xB7FB8810]> pd 3

0x00404888 3led ebp =0
0x0040488a 4989d1 r9 rdx
0x0040488d 5e pop rsi
[0xB7FB8810]> e asm.syntax=intel
[0xB7FB8810]> pd 3

OxB7FB8810, mov eax, esp
OxB7FB8812 call 0xb7fb8a60
OxB7FB8817 add edi, eax
[0xB7FB8810]> e asm.syntax=att
[0xB7FB8810]> pd 3

OxB7FB8810, mov %esp, %eax
0xB7FB8812 call 0xb7fb8a60
OxB7FB8817 add %eax, %edi
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[0x00000000]> . file.r2
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[0x00000000]> .!idc2r.py < file.idc |
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[0x00404ccO]> C?
|[Usage: C[-Lcvsdfm?] [...]

| C* List meta info in r2
commands
| C- [len] [@][addr] delete metadata at given

address range
| CL[-] [addr|file:line [addr] ] show 'code line' information (bininfo)

| CU file:line [addr] add comment with line information

| CC[-1 [comment-text] add/remove comment. Use CC! To edit with $EDITOR
| Ccal-atl]|[at] [text] add/remove comment at given address

| Cv[-] offset reg name add var substitution

| Cs[-] [size] [[addr]] add string

| Ch[-] [size] [@addr] hide data

| Cd[-1 [sizel hexdump data

| Cf[-1 [sz] [fmt..] format memory (see pf?)

| Cm[-] [sz] [fmt..] magic parse (see pm?)

[0x00404ccO]>

[0x00000000]> Cca 0x0000002 this guy seems legit

[0x00000000]> pd 2

;this guy seems legit [rax], al add 0000 0x00000000
0x00000002 0000 add [rax], al

o wl uwd)aS 1l Xl o)le ol g9 aw.omd |J ool> 95 i o5l Lo & 'C' gm0
caid) b (el Sl sl all) 0ol (568 (o oolaiwl asm.arch jl oS

L.2iS o oolaiwl ool ggi i slu 'd' adS Sl ul Lo cuwl 50wl ey uie s ugas <d o
9 Lloi YL edls an pusi sl 'c! odS) oS ol | b eul 00900 i 95l oo laiwl
Durd s aiy a Jow shu ) 'ds' puw 9 (Olxil sy i cgz shoddS

Do) plxil L) H8 oul juwi aiwgy 1 Cs ginwd I eolaiwl b auilgicne Lowis

[0x00000000]> f string foo @ Ox800
[0x00000000]> Cs 10 @ string foo

5J3Ja aq.ol o VIM | 'folder' pogie 5l oyl ol Lol cawl pEigl YolS 15,8, l/05,8 b
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[Ox7fd9f13ae630]> Cf 16 2xi foo bar
[0x7fd9f13ae630]> pd



file:///line
file:///line

;-- rip:
0X7fd9f13ae630 format 2xi foo bar {
0X7fd9f13ae630 [0] {
foo : Ox7fd9f13ae630 = Oxe8e78948
bar : 0x7fd9fl13ae634 = 14696
}
0X7fd9f13ae638 [1] {
foo : Ox7fd9f13ae638 = 0x8bc48949
bar : 0x7fd9fl3ae63c = 571928325
}
} 16
0X7fd9f13ae633 868390000 call 0x7fd9f13blfa0d
0X7fd9f13blfa0d() ; rip
Ox7fd9f13ae638 4989c4 mov rl2, rax

print' i wleMbl sy cuwl 30Kl las> S i jl oolaiw! b sl oy s i oul «
aiaw | "'memory
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$ rabin2
Usage:

-@
A
-a
b
-B
-C
-C
-d
-e
-f
-9
-h
-H
-1
-1
-]
-1
-L
-m
-M
-n
-N
-0
-0
-q
-r
‘R
-s
-S
-V
-X
-z
-22
-Z

[addr]

[arch]
[bits]
[addr]
[fmt:C:D]

[str]

[addr]

[str]
[minlen]
[str]
[str]

-h

rabin2 [-AcdehHiIjlLMgqrRsSvVxzZ] [-@ addr] [-a arch] [-b bits] [-B
addr] [-c F:C:D] [-f str] [-m addr] [-n str] [-N len] [-o0 str] [-0 str] file

show section, symbol or import at addr

list archs
set arch (x86, arm, .. or <arch> <bits>)
set bits (32, 64 ...)

override base address (pie bins)

create [elf,mach0,pe] with Code and Data hexpairs (see -a)
list classes

show debug/dwarf information

entrypoint

select sub-bin named str

same as -SMRevsiz (show all info)

this help

header fields

imports (symbols imported from libraries)

binary info

output in json

linked libraries

list supported bin plugins

show source line at addr

main (show address of main symbol)

show section, symbol or import named str

force minimum number of chars per string (see -z)
output file/folder for write operations (out by default)
write/extract operations (-0 help)

be quiet, just show fewer data

radare output

relocations

symbols (exports)

sections

use vaddr in radare output (or show version if no file)
extract bins contained in file

strings (from data section)

strings (from raw bins [e bin.rawstr=1])

guess size of binary program

Jb cugn
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$ rabin2 -I /bin/ls \




File /bin/1ls
type EXEC (Executable file)
pic false

has va true

root elf

class ELF64

lang C

arch x86

bits 64

machine AMD x86-64
0S linux

subsys linux

endian little

strip true

static false
linenum false

lsyms false

relocs false

rpath NONE

architecture

: as2,S asliol Radare 5 wledbl plas jl oslaiwl sy L) - a2 5 bo suiv aisS oS glailan

$ rabin?2 -Ir /bin/Is
file.type=elf
cfg.bigendian=false
asm.os=linux
asm.arch=x86
anal.arch=x86
asm.bits=64
asm.dwarf=true
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$ rabin2 -e /bin/ls

[Entrypoints]

addr=0x00004888 off=0x00004888
1 entrypoints

$ rabin2 -er /bin/1s
fs symbols

f entry® @ 0x00004888

S entry0

baddr=0x00000000
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$ rabin2 -i /bin/ls |head
[Imports]

Ordinal=001 plt=0x000021b0
name=__ctype toupper_ loc
Ordinal=002 plt=0x000021cO
Ordinal=003 plt=0x000021d0O
ordinal=004 plt=0x000021e0
ordinal=005 plt=0x000021f0
ordinal=006 plt=0x00002210

bind=GLOBAL

bind=GLOBAL

bind=GLOBAL
bind=GLOBAL type=FUNC
bind=GLOBAL type=FUNC
bind=GLOBAL type=FUNC

type=FUNC

type=FUNC name=_uflow
type=FUNC name=getenv
name=sigprocmask
name=raise
name=1ocaltime




ordinal=007 plt=0x00002220
ordinal=008 plt=0x00002230
ordinal=009 plt=0x00002240
(...)

bind=GLOBAL type=FUNC
bind=GLOBAL type=FUNC
bind=GLOBAL type=FUNC

name=__mempcpy chk
name=abort
name=__errno_location
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$ rabin2 -s /bin/ls | head
[Symbols]

addr=0x0021a610 off=0x0021a610
name=stdout

addr=0x0021a600 off=0x0021a600
name=_edat a

addr=0x0021b388 off=0x0021b388
name=_end

addr=0x0021a600 off=0x0021a600
name=__ prog

name

addr=0x0021a630 off=0x0021a630
name=prog

ram_invocation name
addr=0x0021a600 off=0x0021a600
name=__ bss

start

addr=0x0021a630 off=0x0021a630
name=__ prog

name_full

addr=0x0021a600 off=0x0021a600
name=prog
ram_invocation short name
addr=0x00002178 off=0x00002178
name=_init

ord=114 fwd=NONE sz=8 bind=GLOBAL type=0BJEC
ord=115 fwd=NONE sz=0 bind=GLOBAL type=NOTYPE
ord=116 fwd=NONE sz=0 bind=GLOBAL type=NOTYPE

ord=117 fwd=NONE sz=8 bind=GLOBAL type=0BJECT

ord=119 fwd=NONE sz=8 bind=UNKNOWN type=0BJECT
ord=121 fwd=NONE sz=0 bind=GLOBAL type=NOTYPE
ord=122 fwd=NONE sz=8 bind=GLOBAL type=0BJECT
ord=123 fwd=NONE sz=8 bind=UNKNOWN type=0BJECT

ord=124 fwd=NONE sz=0 bind=GLOBAL type=FUNC
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$ rabin2 -sr /bin/1ls

fs symbols

cd 8 @ 0x0021a610

f sym.stdout 8 0x0021a610
f sym. edata 0 0x0021a600
f sym. end © 0x0021b388

cd 8 @ 0x0021a600
f sym. progname 8 0x0021a600
cd 8 @ 0x0021a630

f sym.program_invocation name 8 0x0021a630

f sym. bss start 0 0x0021a600
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$ rabin2 -1 /bin/1s
[Linked libraries]
libselinux.so.1




librt.so.1
libacl.so.1
libc.so.6

4 libraries
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$ rabin2 -z /bin/ls |head

addr=0x00012487 off=0x00012487 ordinal=000 sz=9 len=9 section=.rodata type=A
string=src/ls.c

addr=0x00012490 off=0x00012490 ordinal=001 sz=26 len=26 section=.rodata type=A
string=sort typ

E != sort version
addr=0x000124aa  off=0x000124aa ordinal=002 sz=5 1len=5 section=.rodata
type=A string= %Lu

addr=0x000124b0 off=0x000124b0O ordinal=003 sz=7 len=14
section=.rodata type=W string=%*lu ?

addr=0x000124ba off=0x000124ba ordinal=004 sz=8 1len=8 section=.rodata

type=A string=%s %*s

addr=0x000124c5 off=0x000124c5 ordinal=005 sz=10 1len=10
section=.rodata type=A string=%*s, %*

S
addr=0x000124cf off=0x000124cf ordinal=006 sz=5 1len=5 section=.rodata
type=A string= ->

addr=0x000124d4 off=0x000124d4 ordinal=007 sz=17 len=17
section=.rodata type=A string=cannot

access %S
addr=0x000124e5 off=0x000124e5 ordinal=008 sz=29 len=29
section=.rodata type=A string=cannot r

Ead symbolic link %s
addr=0x00012502 off=0x00012502 ordinal=009 sz=10 len=10
section=.rodata type=A string=unlabel ed
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$ rabin2 -zr /bin/ls |head

fs strings

f str.src_1s.c 9 @ 0x00012487

cs 9 @ 0x00012487

f str.sort type sort version 26 @ 0x00012490

CS 26 @ 0x00012490

f str. lu 5 @ 0x000124aa

cs 5 @ Ox000124aa

f str. lu 14 @ 0x000124b0O
cs 7 @ 0x000124b0

f str. s s 8 @ 0x000124ba
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$ rabin2 -S /bin/1s

[Sections]

idx=00 addr=0x00000238
name=.interp

idx=01 addr=0x00000254

name=.note.ABI tag

1dx=02 addr=0x00000274

name=.note.gnu.build id

1dx=03 addr=0x00000298

name=.gnu.hash

idx=04 addr=0x00000300

name=.dynsym

idx=05 addr=0x00000f18
name=.dynstr

idx=06 addr=0x000014ac
name=.gnu.version
idx=07 addr=0x000015b0

name=.gnu.version r

idx=08 addr=0x00001650
name=.rela.dyn

idx=09 addr=0x000016f8
name=.rela.plt

idx=10 addr=0x00002178
idx=11 addr=0x000021a0
name=.plt

idx=12 addr=0x000028b0
name=.text

idx=13 addr=0x0001246¢
idx=14 addr=0x00012480
name=. rodata

idx=15 addr=0x0001759c

name=.eh frame hdr

idx=16 addr=0x00017cb8
name=.eh frame

idx=17 addr=0x00019dd8
name=.init array

idx=18 addr=0x00019de0
name=.fini array

idx=19 addr=0x00019de8
idx=20 addr=0x00019df0
name=.dynamic

idx=21 addr=0x00019ff0
idx=22 addr=0x0001a000
name=.got.plt

idx=23 addr=0x0001a3a0
name=.data

idx=24 addr=0x0001a600
name=.bss

idx=25 addr=0x0001a600

name=.gnu_debuglink

idx=26 addr=0x0001a608
name=.shstrtab

27 sections

off=0x00000238
off=0x00000254
off=0x00000274
off=0x00000298
off=0x00000300
off=0x00000118
off=0x000014ac
off=0x000015b0
off=0x00001650
off=0x000016f8

off=0x00002178
off=0x000021a0

off=0x000028b0

off=0x0001246¢C
off=0x00012480

off=0x0001759c
off=0x00017cb8
off=0x00019dd8
off=0x00019de0

off=0x00019de8
off=0x00019df0

off=0x00019ff0
off=0x0001a000

off=0x0001a3a0
off=0x0001a600
off=0x0001a600

off=0x0001a608

§z=28 vsz=28 perm=-r--

sz=32 vsz=32 perm=-r--

sz=36 vsz=36 perm=-r--

sz=104 vsz=104 perm=-r--
sz=3096 vsz=3096 perm=-r--
sz=1427 vsz=1427 perm=-r--
$z=258 vsz=258 perm=-r--
sz=160 vsz=160 perm=-r--
sz=168 vsz=168 perm=-r--
$z=2688 vsz=2688 perm=-r--

§z=26 vsz=26 perm=-r-Xx name=.init
sz=1808 vsz=1808 perm=-r-x

sz=64444 vsz=64444 perm=-r-x

sz=9 vsz=9 perm=-r-x name=.fini
$z=20764 vsz=20764 perm=-r--

sz=1820 vsz=1820 perm=-r--

5z=8460 vsz=8460 perm=-r--

sz=8 vsz=8 perm=-rw-
sz=8 vsz=8 perm=-rw-
sz=8 vsz=8 perm=-rw- name=.jcr

sz=512 vsz=512 perm=-rw-

sz=16 vsz=16 perm=-rw- name=.got
$z=920 vsz=920 perm=-rw-

sz=608 vsz=608 perm=-rw-
sz=3464 vsz=3464 perm=-rw-
sz=8

vsz=8 perm=----

§z=254 vsz=254 perm=----
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$ rabin2 -Sr /bin/1s

Fs sections

S 0x00000238 0x00000238 0x0000001c Ox0000001c .interp 4

F section..interp 28 0x00000238

F section end..interp 0 0x00000254

CC [00] va=0x00000238 pa=0x00000238 sz=28 vsz=28 rwx=-r-- .interp @ 0x00000238
S 0x00000254 0x00000254 0x00000020 0x00000020 .note.ABI tag 4

F section..note.ABI tag 32 0x00000254

F section end..note.ABI tag 0 0x00000274

CC [01] va=0x00000254 pa=0x00000254 sz=32 vsz=32 rwx=-r-- .note.ABI tag @
0x00000254

S 0x00000274 0x00000274 0x00000024 0x00000024 .note.gnu.build id 4

F section..note.gnu.build id 36 0x00000274

F section_end..note.gnu.build id 0 0x00000298

CC [02] va=0x00000274 pa=0x00000274 sz=36 vsz=36 rwx=-r-- .note.gnu.build id @
0x00000274

S 0x00000298 0x00000298 0x00000068 OxOEEEEE68 .gnu.hash 4

F section..gnu.hash 104 0x00000298

F section _end..gnu.hash 0 0x00000300

CC [03] va=0x00000298 pa=0x00000298 sz=104 vsz=104 rwx=-r-- .gnu.hash @
0x00000298

S 0x00000300 0x00000300 0x00000c18 OXxOEEEOCcl8 .dynsym 4

F section..dynsym 3096 0x00000300

F section _end..dynsym 0 0x00000f18

CC [04] va=0x00000300 pa=0x00000300 sz=3096 vsz=3096 rwx=-r-- .dynsym @
0x00000300

S 0x00000T18 Ox00000T18 Ox00000593 Ox000E0593 .dynstr 4

F section..dynstr 1427 0x00000f18

F section end..dynstr 0 0x000014ab

CC [05] va=0x00000f18 pa=0x00000f18 sz=1427 vsz=1427 rwx=-r-- .dynstr @
0x00000f18

S 0x000014ac 0x000014ac 0x00000102 Ox00000102 .gnu.version 4

F section..gnu.version 258 0x000014ac

F section end..gnu.version 0 0x000015ae (...)
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opcode S sla culy 08,5 ¢ s uls slo aluog s rasm bal o.slas Jlawl 5/ lawl
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16 32 64 mips.cs bsd capstone mips disassembler
16 32 64 msil pd .net microsoft intermediate language

~d 32 nios2 gpl3 nios ii embedded processor
~d 32 64 ppc gpl3 powerpc
~d 32 64 ppc.cs bsd capstone powerpc disassembler
ad rar lgpl3 rar vm
~d 32 sh gpl3 superh-4 cpu
32 64 sparc gpl3 scalable processor architecture

$ rasm2 -h
Usage: rasm2 [-CdDehLBvw] [-a arch] [-b bits] [-o0 addr] [-s syntax]
[-f file] [-F fil:ter] [-i skip] [-l len] 'code'|hex]|-
-a [arch] Set architecture to assemble/disassemble (see -L)
-b [bits] Set cpu register size (8, 16, 32, 64) (RASM2 BITS)
-Cc [cpul Select specific CPU (depends on arch)
-C Qutput in C format
-d, -D Disassemble from hexpair bytes (-D show hexpairs)
-e Use big endian instead of little endian
-f [file] Read data from file
-F [in:out] Specify input and/or output filters (att2intel, x86.pseudo)
-h Show this help
-1 [len] ignore/skip N bytes of the input buffer
-k [kernel] Select operating system (linux, windows, darwin, o)
-1 [len] Input/Output length
-L List supported asm plugins
-0 [offset] Sets tart address for code (default 0)
-0 [file] OQutput file name (rasm2 -Bf a.asm -0 a)
-s [syntax] Select syntax (intel, att)
-B Binary input/output (-1 is mandatory for binary input)
-V Show version information
-w What's this instruction for? Describe opcode
If '-1' value is greater than output length, output is padded with nops
If the last argument is '-' reads from stdin
2o cama) Lo b 526lgi (o aS 2iS o oiluiiny ould a8, 51 Asm
$ rasm2 -L
~d 16 8051 pd 8051 intel cpu
~d 16 32 arc gpl3 argonaut risc core
ad 16 32 64 arm gpl3 acorn risc machine cpu
~d 16 32 64 arm.cs bsd capstone arm disassembler
~d 16 32 arm.winedbg lgpl2 winedbg's arm disassembler
~d 16 32 avr gpl avr atmel
ad 32 bf 1gpl3 brainfuck
~d 16 crle lgpl3 crl6 disassembly plugin
~d 16 csr pd cambridge silicon radio (csr)
ad 32 64 dalvik lgpl3 androidvm dalvik
ad 16 dcpul6 pd mojang's dcpu-16
~d 32 64 ebc 1gpl3 efi bytecode
~d 8 gb 1gpl3 gameboy(tm) (z80-like)
~d 16 h8300 1gpl3 h8/300 disassembly plugin
~d 8 18080 bsd intel 8080 cpu
ad 32 java apache java bytecode
d 32 m68k bsd motorola 68000
~d 32 malbolge 1gpl3 malbolge ternary vm
ad 32 64 mips gpl3 mips cpu
d
d
d
d
d
d
d
d
d

32 t ms320 lgplv3 tms320 dsp family




~d 32 ws lgpl3 whitespace esotheric vm

~d 16 32 64 x86 bsd udis86 x86-16,32,64

~d 16 32 64 x86.cs bsd capstone x86 disassembler
a 32 64 x86.nz lgpl3 x86 handmade assembler

ad 32 x86.01lly gpl2 ollydbg x86 disassembler
ad 8 z80 nc-gpl2 zilog z80

Jaoawl
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. iiad opcode oxind Olin oS cuwl b Jlowws|5n

$ rasm2 -a x86 -b 32 'mov eax, 33'
b821000000

$ echo 'push eax;nop;nop' | rasm2 -f -
5090

2iS o oolaiwl wa giws il eolaiwl b by eul isugs slu Radare aiwa ;| Rasm?2

2350l java g powerpc, arm . (olly ,—sl,3)olly J(Jiis] ,ol,5)X86 sl 5,5 Jrowl
S5l oolaiwl L laiv. oS oslaiawl GAS Ly NASM I b aiSewe vl Rasm Jiil jol,8 s|u.cawl
att | intel: xS ol | 565 ad)e 5,90 40l )S suilgice SYNTAX (loszo jutio

aS L K jlrasm jl oolaiwl L 1) pls Ll &K aS 5,05 5929 Jlio xiz Rasm guio S pul> o
24 o Jrow! cauwl 0w 001> zuv opcode ¢l o

$ cat selfstop.rasm

’

; Self-Stop shellcode written in rasm for x86
; --pancake

.arch x86
.equ base 0x8048000
.org 0x8048000 ; the offset where we inject the 5 byte jmp
selfstop:

push 0x8048000

pusha

mov eax, 20

int 0x80

mov ebx, eax

mov  ecx, 19

mov eax, 37

int 0x80

popa

ret
: The call injection

ret
[0X00000000]> e asm.bits = 32
[0x00000000]> wx “!'rasm2 -f a.rasm’
[0x00000000]> pd 20

0X00000000 6800800408 push 0x8048000 ;
0x08048000
0x00000005 60 pushad
0x00000006 b814000000 mov  eax, 0x14 ;
0x00000014
0x0000000b cd8o int  0x80

syscall[0x80][0]=? 0Ox0000000d 89c3 mov ebx, eax
0x0000000f b913000000 mov ecx, 0x13 ;




0x00000013
0x00000014

0x00000019

syscall[0x80][0]="?

0x0000001c
0x0000001d

b825000000 mov eax, 0x25 ; 0x00000025

cd8o int 0x80
0X0000001b 61 popad
c3 ret
c3 ret

Jrowl S

aii ) So ilgice b d- oz 5l ooleiwl b oS0 HLS rasm ol oS sl oguiv glon a

$ rasm2 -a x86 -b 32 -d '90'
nop
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Usage: a[?adfFghoprsx]

a8 [hexpairs]
aa

ad

ad [from]
ae [expr]
af[rnbcsl?+-*]
aF

ag[?acgdlf]

[to]

aol[e?]

ap
ar[?ld-*]
as [num]

at[trd+-*?] [.]

Examples:

[len]

analyze bytes

analyze all (fcns + bbs)

analyze data trampoline (wip)

analyze data pointers to (from-to)
analyze opcode eval expression (see ao)
analyze Functions

same as above, but using graph.depth=1
output Graphviz code

analysis hints (force opcode size, ...)
analyze Opcodes (or emulate it)

find and analyze function preludes
manage refs/xrefs (see also afr?)
analyze syscall using dbg.reg

analyze execution Traces

f ts @ "S*~text:0[3] ; f t @ section..text
f ds @ “S*~data:0[3] ; f d @ section..data

I
I
I
I
I
I
I
|
| ah[?lba-]
I
I
I
I
I
I
I
I
I

.ad t t+ts @ d:

ds

iz Radare.cawl (liowl oSl oleMbl zhsiwl sy Jgore SiSs S 28 Jud=xi 9 agjxi
glow oledbl zlhziwl galei ez o iadgl sl Sob (wlwlivi sy | =l ool iz bw

248 o 043 o € g9 opcode
o9 o oolaiwl uj diilon radare2 Jd=i g a i ml) Jgiws S

[0x08048440]1> aa

[0x08048440]> pdf @ main

/
I
|
I
I
|
I
|
I
|
I
I
I
I
I
I

(fcn)

; DATA XREF from 0x08048457 (entry0)
fcn.08048648 141
;-- main:
0x08048648 8d4c2404 lea ecx, [esp+0x4]
0x0804864c 83e4f0 and esp, Oxfffffffo
0x0804864f ff71lfc push dword [ecx-0x4]
0x08048652 55 push ebp

; CODE (CALL) XREF from

0x08048653 89e5

0x08048655 83ec28
0x08048658 894df4
0x0804865b 895df8
0x0804865e 8975fc
0x08048661 8b19

0x08048663 8b7104
0x08048666
0x0804866e

0X08048676 c7442404000.

0x08048734 (fcn.080486e5)
mov ebp, esp

c744240c000. mov
c7442408010. mov

sub esp, 0x28

mov [ebp-Oxc], ecx

mov [ebp-0x8], ebx

mov [ebp-0x4], esi

mov  ebx, [ecx]

mov  esi, [ecx+0x4]
dword [esp+0xc], Ox0
dword [esp+0x8], 0x1 ; 0x00000001
mov  dword [esp+0x4], Ox0

0x0804867e c7042400000. mov

0x08048685 e852fdffff
sym. .imp.ptrace(unk,
0x0804868a 85c0O

,=< 0x0804868c 7911

dword [esp], 0x0

call sym..imp.ptrace
unk)
test eax, eax

jns  0x804869f



data:0[3

| 0x0804868e c70424cf870. mov
str.Don_ tuseadebuguer ; 0x080487cf| |
sym..imp.puts
| sym..imp.puts()
| Ox0804869a e80dfdffff call
| sym..imp.abort()

T-> 0x0804869f 83fb02

,==< 0x080486a2 7411 je

| 0x080486a4 c704240c880.

sym..imp.abo

cmp  ebx,
0x80486b5
mov  dword

str.Youmustgiveapasswordforusethisprogram ; 0
x0804880c

I
I
I
I
I
I
I
I
I
I
I
I
I
I
\

| Ox080486ab e86¢cfdffff call sym..imp.puts
| sym..imp.puts()

dword [esp],

| 0x08048695 e882fdffff call

rt

0x2

[esp],

| Ox080486b0 e8f7fcffff call sym..imp.abort

| sym..imp.abort()

T--> 0x080486b5 8b4604 mov  eax,
0x080486b8 890424 mov [esp],
0x080486bb e8e5feffff call fcn.080485a5
fcn.080485a5() ; fcn.080484c6+223

[esi+0x4]
eax

0x080486cO0 b80OOOOOOO mov  eax, Ox0O
0x080486¢5 8badf4 mov  ecx, [ebp-0xc]
0x080486¢c8 8b5df8 mov  ebx, [ebp-0x8]
0x080486¢cb 8b75fc mov esi, [ebp-0x4]
0x080486¢ce 89ec mov  esp, ebp
0x080486d0 5d pop ebp

0x080486d1 8d6lfc lea esp, [ecx-0x4]
0x080486d4 c3 ret
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Rahash?2

ol OlAAJTJL_I_.LALJ. # joiwd jl oolaiwl b s, Sobh Sl WaS gun o 02,5 awwlxo

$ radare2 /bin/1ls

[0x08049790]> bf entry0
[0x08049790]> #md5
d2994c75adaa58392f953a448de5fba7

Xigaiv o wsubuisiy rahash lawgi aS 55 Sud sy piy e8] alsicre Lo Jug) (rad 4 uizabd
md4, md5, crc16, crc32, shal, sha256, sha384, sha512, par, xor, xorpair, mod255, : xS awwlxs |,

entropy, all hamdist,

i | dilooi Gud oS cubd el Jebo aS 28 Joub | 028 OlesS )l 4 ailgicre # i

2iS o

[0x08049A80]1> #md5 32
9b9012b00ef7a94b5824105b7aaad83b
[0x08049A80]1> #md5 64
a71b087d8166c99869c9781e2edcf183
[0x08049A801> #md5 1024
a933cc94cd705f09a4lecc80cO041def

[0x08049A80]>

Rahash2 | jul

wo 9 oolaiwl 5,90 wlhwlxo Gl au Yoy o= 9laio 4y Radare lowgs rahash 1l

s

$ rahash2 -h

Usage:rahash2 [-rBhLkv] [-b sz] [-a algo] [-s str] [-f from] [-t to] [file]

-a algo
-b bsize
-B

-e

-f from
-1 num
-S seed
-k

-q

-L

-r

-s string
-t to

-V

comma separated list of algorithms (default is 'sha256')
specify the size of the block (instead of full file)
show per-block hash

swap endian (use little endian)

start hashing at given address

repeat hash N iterations

use given seed (hexa or s:string) use ™ to prefix
show hash using the openssh's randomkey algorithm
run in quiet mode (only show results)

list all available algorithms (see -a)

output radare commands

hash this string instead of files

stop hashing at given address

show version information

a3 oo L bl b bawis, I gius amwlxe o] ol

$ rahash2 -q -a md5 -s 'hello world'
5eb63bbbe0leeed093cb22bb8f5acdc3

aiile S 5m sladils s | ool bl cuwl oSas ju L S wlgine plai JolS jud uizad
plzil gy an ) HLS (ol oSl sbo a J,iiS awwlzo 1 Jud rahash |y aumas plxl b S

S oo 053 aladl> s L 4ol o



$ rahash2 -a all /bin/1s

/bin/1s: 0x00000000-0x0001ae08 md5: b5607b4dc7d896cOfab5c4a308239161

/bin/1s: 0x00000000-0x0001ae08 shal:
c8f5032c2dce807c9182597082b94f01a3bec495

sha256: 978317d58e3ed046305df92a19f7 0x00000000-0x0001ae08 bin/1ls:/

d3edbfcb 3c70cad 979f24fe e€289ed1d266b0

/bin/1s: Ox00000000-0x0001aed8 sha384:

9e946efdbebb4e0caf0c86129ce2a7lee734ac30 b620336c38

122929dd222709e4cf7a800b25fbc7d06fe3b184933845

/bin/1s: 0x00000000-0x0001ae08 sha512:

076806cedb5281fd15¢c21e493e12655¢c55¢5253

7fc1f36e641b5764817512282c03264cf5402b1b15cf03a20c9a60edfd2b4f76d4905fcec777c29

7d3134f41f

/bin/1s: Ox00000000-0x0001ae08 crcl6: 4b83
/bin/1s: 0x00000000-0x0001ae0@8 crc32: 6316348
/bin/1s: 0x00000000-0x0001ae08 md4: 3a75f925a6a197d26bc650213f12b074
/bin/1s: Ox00000000-0x0001aeB8 xor: 3e

/bin/1s: Ox00000000-0x0001ael@8 xorpair: 59
/bin/1s: 0x00000000-0x0001ae08 parity: 01
/bin/1s: 0x00000000-0x0001ae®8 entropy: 05671925
/bin/1s: Ox00000000-0x0001aeO®8 hamdist: 00
/bin/1s: Ox00000000-0x0001aeB8 pcprint: 23
/bin/1s: 0x00000000-0x0001ae08 mod255: le
/bin/1s: 0x00000000-0x0001ae08 xxhash: 138c936d

/bin/1ls: 0x00000000-0x0001ae08 adler32: fca7131b




L, Jwl



Ly JSwl

Sa an Jluasl b el sl gulogi o sjlwesly 10 o8, olgis oy radare s 1y JUSGl
/]:pid g //:dbg : xS o)l | calizoe Gw ol 95 2l 49

GNU/Linux, Windows, »xiile La Jole eimuw g calie sla s lozo sl alixe srasl
.2, 59> Solaris ¢ MacOSX, (Net,Free,Open)BSD

Sy axe o ploi (ululi.og i (o s oolw L S ulgie a Radare lawgi alasl> .)uul)s
Vgl paannas o)&th?Lw S u|_9.n.§— a .).u|_9.:w mel.mLaS Lmd.ol.:).: 2iilod 0au u.uulS.:
aidyy Sg aS dguuno oxibivgy ()system plg=l 9 Ja..uuy 1> Jl&wl aY g Radare O bls)l as,
JS_uuSJ.)ul_;lo.Cd.Zu_a.).xSu\.o |).>| |Jo).uu 443)5)_9.;4»)3 o.))SuBLu.)L)LOSSJl u|3...94.. |)
2o aid,S S @ Guangs caSawl Ol S lawgi ailgice lgime oul 5 29abiine S 29>
LS au ) ez caode g5 9 K ()system wilg>1,9 sy 2ilgio Radare aS cuwl Jds Huod a

Ene

[0x00000000]> ds
[0x00000000]> !!1s

u_;ch\_fIOu_.lSuJ&_Lu.))_fl.)_u §|Huswa|Jm§SwRadaremuzmwb3>

w)l&&L@.uuS|):|w_9;J),omm)_9]om|Ju|_9()S)JaJv_9).ao)).aSu\oJ|Sm|J)_9w.)

2iS o il radare Lol xiiwd Jo> LB Jole pimuw 9 sylozo u Ygazs 1y Jil ol)giws
vy S o b blisiwl b xS @5 25 Juv Lo b Jole piw 9 b s lozo ploi shu ) ol oS
9 )Jbu_i dg>9g J|)9|u2.w Ja..uuy u\olfm_ ,olf ug)-ij @_.mmips PP ,JLu.-) u|9.u.0 m_.)).SJlSa.g uaL?
92 S s)lsl o i S blas g 25 Jd=v 9 ajxi 1 S 5l eolaiwl L radare ¢pl ol
b ) 095 4 bgs yo s jlwooly cudgaze il U

P oS b L) ?7d suilgices 1o JBul I adgl SoS sl o sl

Usage: d[sbhcrbo] [arg]

dh [handler] list or set debugger handler

dh [handler] transplant process to a new handler

dd file descriptors (!fd in rl)

ds[ol] n step, over, source line

do open process (reload, alias for 'oo')

dk [sig][=act] list, send, get, set, signal handlers of child
di[s] [arg..] inject code on running process and execute it (see gs)
dp[=*?t] [pid] list, attach to process or thread id

dc[?] continue execution. dc? for more

dr[?] cpu registers, dr? for extended help

db[?] breakpoints

dbt display backtrace

dt[?r] [tag] display instruction traces (dtr=reset)

dm[?*] show memory maps

dw [pid] block prompt until pid dies




