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rasm?2

darkair:~ dukebarman$ rasmZ -a x86 nop

9

darkair:~ dukebarman$ rasmZ -a x86 -d 'eb@@d'
jmp 2

darkair:~ dukebarman$ rasmZ -w cmpsb

cmp DS:[SI], ES:[edi] (esi++, edi++)

darkair:~ dukebarman$ rasmZ -w sqrtpd

compute square roots of packed double-fp values
darkair:~ dukebarman$ I




KomaHabl B radare?

L 1. radare2

darkair:~ dukebarman$ r2 Documents/W@rk/animals/7eb449a@be9f@@8bee337c8d55ba%21c
-- Rename a function using the 'afr <newname> @ <offset>' command.
[ex@0432e5@]> ?

Usage: [.][times][cmd][~grep][@[@iter]addr!size][I>pipe] ; ...

Append '?' to any char command to get detailed help

Prefix with number to repeat command N times (f.ex: 3x)

|

*of f[=[@x]value]
(macro arg® argl)
L[-1(m)Ifl!shlcmd]
[emd]

[emd]
[algo] [len]

[arg]

[a[=b]]

[nome] [sz][at]
[arg]

[file]
[sdb-query]

[file] ([offset])
[Len]

[ret]

[len]
[addr]

[-] [numimsg]

E < —rf LN IO VO O 3 XSO0 OQOON OO0 -

[str]

¢ [len]

r [Len] [[[@]addr
?7[?7][expr]
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[ex00432e50]> ||
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vaddr=0x0041e278
vaddr=0x0041e282
vaddr=0x0041e28c
vaddr=0x0041e29c
vaddr=0x0041e2b2
vaddr=0x0041e2c@
vaddr=0x0041e2d4
vaddr=0x0041eZe6
vaddr=0x0041e2f38
vaddr=0x0041e30c
vaddr=0x0041e318
vaddr=0x0041e324
vaddr=0x0041e334
vaddr=0x0041e34c
vaddr=0x0@41e35c
vaddr=0x0041e368
vaddr=0x0041e376
vaddr=0x0041e382
vaddr=0x0041e39c
vaddr=0x0041e3b@
vaddr=0x0041e3c2
vaddr=0x0041e3d2
vaddr=0x0041e3ed
vaddr=0x0041e3f2
vaddr=0x0041e400
vaddr=0x0041e410
vaddr=0x0@41ledle
vaddr=0x0041ed2e
vaddr=0x0041e438
vaddr=0x0041e444
vaddr=0x0041e452
vaddr=0x0@41e45e
vaddr=0x0@41ed6c
vaddr=0x0041e476
vaddr=0x0041e486
vaddr=0x0041e498
vaddr=0x0041e4b2
vaddr=0x0041e4c6
vaddr=0x0041e4d2
vaddr=0x0041e4ed
vaddr=0x0041e4f8
24 .pdb

[0x00401fb4]> [

paddr=0x00@1c878
paddr=0x00@1c882
paddr=0x@0@@1c88c
paddr=@x@0@@1c89c
paddr=0x00@1c8b2
paddr=0x00@1c8cd
paddr=0x00@1c8d4
paddr=@x00@1c8e6
paddr=@x0001c8f3
paddr=@x0@@1c9ec
paddr=@x00@1c918
paddr=@x0001c924
paddr=0x0001c934
paddr=0x0001c94c
paddr=@x0@@1c95c
paddr=@x00@1c968
paddr=@x0@@1c976
paddr=@x00@1c982
paddr=@x0@@1c99c
paddr=@x0801c9b@
paddr=@x0@@1c9c2
paddr=@x08@1c9d2
paddr=0x00@1c9e8
paddr=@x08@1c9f2
paddr=0x00@1cad@
paddr=0x00@1cal@®
paddr=@x0@@1cale
paddr=@x0@@1caze
paddr=@x0@@1ca38
paddr=0x00@1cad4
paddr=@x0@@1ca52
paddr=0x@@@1ca5e
paddr=@x@@@1cabc
paddr=0x0@@1ca76
paddr=0x08@1ca86
paddr=0x08@1ca98
paddr=0x08@1cab2
paddr=0x0@@1cacé
paddr=0x0@@1cad2
paddr=0x08@1caed
paddr=0x0@@1caf8

ordinal=302
ordinal=303
ordinal=304
ordinal=385
ordinal=306
ordinal=307
ordinal=308
ordinal=309
ordinal=310
ordinal=311
ordinal=312
ordinal=313
ordinal=314
ordinal=315
ordinal=316
ordinal=317
ordinal=318
ordinal=319
ordinal=320
ordinal=321
ordinal=322
ordinal=323
ordinal=324
ordinal=325
ordinal=326
ordinal=327
ordinal=328
ordinal=329
ordinal=330
ordinal=331
ordinal=332
ordinal=333
ordinal=334
ordinal=335
ordinal=336
ordinal=337
ordinal=338
ordinal=339
ordinal=34@
ordinal=341
ordinal=342
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len=12
len=18
len=1@
len=16
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len=15
len=16
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sz=11 len=10
52=13 len=12
s5z=11 len=10
5z=13 len=12

Z
Z

len=8 sectio

len=10

len=9 sectior

len=13

len=6 section=
len=6 section=

len=8 sectio

1. radare2

section=.rdata
section=.rdata
section=.rdata
section=.rdata
section=.rdata
section=.rdata
section=.rdata

sectio

section=.rdata
section=.rdata
section=.rdata
section=.rdata
section=.rdata

type=a
type=a
type=a
type=a
type=a
type=a
type=a

type=a
type=a
type=a
type=a
type=a

bbicTpaa o0bpaboTKa CTPOK (iz, izz, ra

.rdata type=a string=5aveDC
.rdata type=a string=BitBlt

string=Deletelbject
string=CreatePatternBrush
string=GetClipRgn
string=GetViewportOrgEx
string=GetStockObject
string=SetPolyFillMode
string=CreateSolidBrush

len=9 section=.rdata type=a string=>5SetBkMode
len=9 section=.rdata type=a string=RestoreDC
len=13 section=.rdata type=a string=GetDeviceCaps
len=21 section=.rdata type=a string=GetTextExtentPoint3zw
len=13 section=.rdata type=a string=SelectPalette
rdata type=a string=TextOutW
rdata type=a string=CreateFontW
len=8 section=.rdata type=a string=Polyline

string=CreateCompatibleBitmap
string=IntersectClipRect
string=GetTextMetricsW
string=SelectObject
string=CreateCompatibleDC

len=6 section=.rdata type=a string=LPtoDP

section=.rdata type=a string=SetBkColor
section=.rdata type=a string=SetTextColor
section=.rdata type=a string=GetClipBox
section=.rdata type=a string=CreateBitmap

=8 len=7 section=.rdota type=a string=Polygon
rdata type=a string=DeleteDC

sect rdata type=a string=GetObjectW

sectio

data type=a string=CreatePen
rdata type=a string=SelectClipRgn

len=9 section=.rdata type=o string=GDI32.dll

len=12
15 len=14
24 len=23
20 len=19
12 len=11
12 len=11
5

5

=56 len=55

len=4 sectio

section=.rdata
section=.rdata
section=.rdata
section=.rdata
section=.rdata
section=.rdata

type=a
type=a
type=a
type=a
type=a
type=a

string=0LEAUT32.d11
string=VerQueryValueW
string=GetFileVersionInfoSizeW
string=GetFileVersionInfol
string=VERSION.d11l
string=WS0CK32.d11l

rdata type=a string=RSDS

bin2 -h

section=,rdata type=a string=E:\spwi36\acki\pvlfe9yk\4x3k\kw7821\c799y\jz1s543r



MHdopmauma o danne (i?, rabin2 -h)

[0x0@401fb4]> iS

[Sections]

idx=00 vaddr=0x00401000 paddr=0x00000400
idx=01 vaddr=0x0041c@8@ paddr=0x0081acoe
idx=02 vaddr=0x0041f0e@ paddr=0x00@1lccéd
idx=03 vaddr=0x0042c0e@ paddr=0x00024200
idx=04 vaddr=0x0042d000 paddr=0x00025000

5 sections

[0x00401fb4]> ||




®opmat panna (pf?)

[Ox00401fb4]> pf pe_dos_header
Bxea401 b4 Bx4laac7al
Ox0p401fbE = 9028097

Ex@e4a1fbc (octal) @37200370061

Ox00401fco =

AR RIS IAIRII I NN
0x00491fc4 = 4351013
[0x00401fb4]> ||




®opmat panna (pf?)

[Ox00401fb4]> pf pe_dos_header
Bxea401 b4 Bx4laac7al
Ox0p401fbE = 9028097

Ex@e4a1fbc (octal) @37200370061

Ox00401fco =

AR RIS IAIRII I NN
0x00491fc4 = 4351013
[0x00401fb4]> ||
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1. radare2
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[TepBble warn (a?, radare2 -A)

[ex@0484e597> aa
[ex0@404e59]> b 20
[0x00404e59]> pd
I 186

55 ebp

gbec ebp, esp

81eco008 esp, Ox89@

83e eax, @

89b5 dword [ebp - @x10@], esi

89bdfcfe dword [ebp - @x1@4], edi

899dfafe dword [ebp - @x108], ebx

8d742418 esi, dword [esp + @x18]

c7@61301 dword [esi], ©@x113

896ed8 dword [esi + 8], ebp ; [:4]=0

|

|

|
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|

|

|
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|

|
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I \ =3 56 esi
I 15187042 call dword [reloc.KERNEL3Z.dl1_GetVersionExW_24]
I unk{unk, unk, unk) ; section_end..reloc+-4370945

I 26 inc dword [esi]

I 36813e1801@. cmp dword ss:[esi], @x118

I TZee

I fc cld

I 56 esi

I 1528784200 call dword [reloc.KERNEL3Z2.dl1l_GetModuleHandleA_ 487
I unk{unk) ; section_end..reloc+-4370945

I C7442494000. mov dword [esp + 4], @ ; [:4]=0

| 6a 2

[0x00404e59]> ||




ba3oBble KomaHabl (/7?)

[@x@@404e597> /o call eax
# 6 [x481000-0x42b0f8]
hits: 2

Ox0040e@da hit@_@ ffde
@x@@4leact hit@_1 ffde
[0x00484e59]> /a call ebx
# & [Ox401000-0x42bBf8]
hits: 3

Ox00405e29 hitl_@ ffd3
Ox0041c76f hitl_1 ffd3
O0x004253a09 hitl_2 ffd3
[0x00404e59]> |




ba3oBble KOMaHAabl (p?)

[Ox00404e59]> p?

|

| p=[bep?] [blks]
| p2 [len]

| p6[de] [len]

| p8 [Len]

| pa[ed] [hexlasm]
| p[bB] [len]

| pclp] [len]

| p[dD][1f] [1]

| pf[?1.nam] [fmt]
| p[iI][df] [len]
| pm [magic]

| pr [lLen]

| p[kK] [len]

| ps[pwz] [len]

| pt[dn?] [len]

| pu[w] [len]

| pv[jh] [mode]

| p[xX][owgq] [len]
| pz [lLen]

| pwd
[0x00404e59]> ||




bazoBble KomaHabl (W?)

[OxO04D4e59 > w?

|

| wc

| wl1248]1[+-1[n]
| w foobar

| wh r2

| wr 10

| ww foobar
| wa push ebp
| waf file

| wA r@

| wb @10283
| wc[ir#*?]

| wd [off] [n]

| wx 9099

| wv eip+34

| wo? hex

| wm f@ff

| ws pstring

| wf -Ifile

| wF =Ifile

| wp -Ifile

| wt file [sz]

[0x00404e59]> |




Crackme

St rd__ ; 0x0804908

mov , Oxo

strtab+9

; section_end..sh
Ix1

1 mov i 2 O
10910408 mov , 0x804911b ; «08G4911b
mov ., OXG
mov , G ;  OxOOEEEEE3

ection_end. .shstrtab+91
mov r.QTBXCTU ; 0x08049126

QTBXCTU ; :
577 OX000080007

;  Ox00000004
;  0Ox0BOBOEOL
str.Great_you_did it [ ;  0x08049105
, Ox16 ; 0Bx00000016
ection_end. .shstrtab+91

000001

;-




Crackme

, Ox4 ;

, Ox1

| ctr.Great you did it non; 0x08649165
, Ox16 ; 0

+0x61]
[0x080480d7]> q
:~/crackmes# ./cmleng crack

PP Ijj : |:j W] |-' =} |:I arman
cat you did it !:)




Graph (a?)




radif

dif
cml - Dot Viewer

== s — ra Il
e = e

[section.  text)

loap OxBD4BOBE ;

= oL =i Fa ]
) e leal
[ b |
|
| 0x0B04B0e3

| Dx0BOD4EDCS loop D=<BD4EDLE ; ([sectian..text)

OxDED4BOBD_DxDED4BOLE

Dx0B04B0ED_O0x0BO4BED:

OxDBO4B0Ed ja OxBO4B1G= ; (section. . text)

|
jb OxBO4B165 ; ([(sectiaon.  text)

AN

OxDBD4BO0EE

{section. .text)

ja DxBOdElGe ;

N

| DxDED4EDEd




Android

e2f1

be1b910408 mov ., DOx804911b ; 0x0804911b
bf26910408 mov i str.QTBXCTU ; 0x08049126
bsS07 mov ecx, Ox7 ; 0Ox00000007

fc cld

f3a6 repe

7516

b&i04 mov E: x4 : 0x00000004
bbo1 mov «x1 ; O0x00000001
b305910408 mov , Str.Great you did it nn : 0Ox08049105

balé mov Ix, x16 ; Ox00000016
cdao Ox80
syscall[0x80] [0]=? ; section_end..shstrtab+91

b801 mov ., Dx1 ; 0x00000001
cd80 Ix&0
syscall[0x80][0]=? ; section_end..shstrtab+91

0a5061
IEYE
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r2 ana pa3paboTKM 3KCNAOUTOB




- r2 AnAa aHaan3a NPOLUUBOK
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= Github repo

= Official website

= Ther2 blog

= The r2 book

= YcTaHOBKa r2

= Twitter

= BM ana BopkKLwiona



http://github.com/radare/radare2
http://rada.re/
http://radare.today/
http://maijin.github.io/radare2book/
http://dukebarman.pro/na-radare-kak-na-ladoni/
http://twitter.com/radareorg
http://xvilka.me/zn-radare2.ova

