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Sergi Alvarez aka pancake

e Mobile Security Research Engineer at NowSecure
e Author and leader of the Radare project
e Free Software enthusiast and developer

Saving the world from insecure mobile apps @




@) Past and Present

® Theory and Practice
® Updates in r2land

@ Demos and Smoothies



Retrospective

e R2Alin Python (GGUF + LlamaCpp) N

e Basic LLM Theory // Prompting

e Reversing (Decai + r2ai.py)
Mastermg R2AI

R2clippy Assistant
Decompiler / Transpiler
Explain code / Find vulns
Rename functions

TTS / Voice

VDB + Context

e Scripting + Auto Mode
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R2Al Present \

Everything rewritten in C (No more Python!)
Supports many local and remote providers
Native Reasoning support

Modular approach

o Decai/r2ai/r2mcp / mai

MCP is now a standard

o Commandline tools, r2 plugins and agents
Support ReAct loops with ANY model

o Full control over the process

o Solve complex problems using multi-agent setups
o UNIX like



What's New

r2mcp decai




Decai \|

Written in r2js became the easiest way to hack new ideas
Added support for many more providers

Deterministic Mode (Ruined by gpt5)

Support reasoning models

Switch to r2pipe2 to capture error codes and learn from it
Yolo Mode




ecai —-e model=gpt-  28.6
120b;decai -e lang=Dart;s
0x100000924;af;decai -d" | r2 —q
/bin/1s

int compareAndCollate(int argl,
int arg2) {
int a = argl;
int b rg2;
if (a ==b) {
return strcoll(arg2 + 0x68,
argl + 0x68);
} else if (a > b) {
return 1;
} else {
return 0;

}

int strcoll(int a, int b) {
return 0;

echo "decai —e model=gpt-—
0ss:20b;decai —e lang=Javasc

pt;
0x100000924;af;decai -d" | r2 —q

/bin/1s

function compareObjects(obj1,
obj2) {
const vall = obj1[0x60];
const val2 = obj2[0x60];
if (vall !== val2) return 1;
const strl = obj1[0x68];
const str2 = obj2[0x68];
return
str2.localeCompare(strl);

echo "decai —e model=gpt-
0ss:20bj;decai —e lang=Perl;s
0x100000924;af;decai -d" | r2 —q
/bin/1s

strict;
warnings;
POSIX qw(strcoll);

compare_structs {
my ($argl, $arg2) = @_;
my $x9 = $argl->[0x60 >>

$x9 = $x9->[0x60 >> 3];
my $x10 = $arg2->[0x60 >>
31;
$x10 = $x10->[0x60 >> 3];
return 1 if $x9 != $x10;
return strcoll($arg2->[0x68
>> 3], $argl->[0x68 >> 3]);
}

echo "decai —e model=gpt- 3
0ss:20b;decai —e lang=PHP;s
0x100000924;af;decai —-d" | r2 —q
/bin/1s

<?php
function compareStrings(string
$first, string $second): int {
if ($first > $second) {
return 1;

if ($first < $second) {
return -1;
Iy

return strcoll($second,
$first);
}

7>

ecai —e model=gpt-
0ss:20bj;decai —e lang=Ruby;s
0x100000924;af;decai -d" |
/bin/1s

def func(argl, arg2)

x9 = argl1[ox60]

x9 = x9[0x60]

x10 = arg2[0x60]

x10 = x10[0x60]

return 1 unless x9 == x10

arg2[0x68] <=> argl[0x68]
end

echo "decai —e model=gpt- 3
0ss:20b;decai -e lang=C;s
0x100000924;af;decai -d" | r2 —q
/bin/1s

#include <string.h>
int64_t func(int64_t obj1l,
int64_t obj2) {

int64_t vall = x(int64_tx)
(k(int64_tx) (objl + 0x60) +
0x60) ;

int64_t val2 = *(int64_tx)
(x(int64_tx) (obj2 + 0x60) +
0x60) ;

if (vall <= val2) return 1;

return
(int64_t)strcoll((charx)(obj2 +
0x68), (charx)(objl + 0x68));
}




r2ai \l

Functions

rai

Dashb... | Strings | Imports | Search Maps Files |Binaries | Disass...

Name ~ ‘ Size

fcn. 100003100
fcn. 100003244

L func. 10000070 @ [ ] r2ai Settings
ctively used for T
func. 10000071
. func,9eecery Provider: Other Options:
func. 10000079
assisted malware o -
func. 10000080
func. 10000086 Model: auto.hide_tool_output

L) func. 10000087
nalysis an rackmes ==
func.1000008¢e

func. 10000092

func.1000016¢
func.1000019¢
func.100001a6
func. 10000231
func.1000023e

e Cryptax blog =

©|

gpt-5-mini

API Key

System Prompt:

You are a reverse engineer. The user is reversing
a binary, using radare2. The user will ask
questions about the binary and you will respond
with the answer to the best of your ability.
func.100602c9
func.100002d3
func.10000305
e Dnakov r2con
func.1006031e
func. 10000326
func.10000335
func.10000368
func.1000037¢
func. 10000383

Available in iaito > E=

func. 10000385
func.100003a4

User Prompt:

Rewrite this function and respond ONLY with
code, replace goto/labels with if/else/for, use NO
explanations, NO markdown, Simplify as much
as possible, use better variable names, take
function arguments and strings from comments
like 'string:"

func.100003b3
func.100003ce
func.100003e2
func. 10000407
func. 10000409
func.1000040f
func.10000414
func.10000415
func.10000417
func.1000041c
func.1000041e
func. 10000420
func.10000422.

0x100000790 Graph (func.100000790)

auto.init_commands
auto.max_runs
auto.reset_on_query
auto.yolo

baseurl
chat.show_cost
cmds

data

data.nth

LEIEREI]
[EICRCER]

hlang

http.backend
http.max_backoff
http.max_retries
http.timeout

http.use_files

Value

aaajil;afl

50

pdc

10

Jtmp/embeds

english
auto
30

10

120

Cancel Save

Disassembly

Hexdu...

Decom..

x| endResetModel called on FunctionModel(0x6000031b3540) without calling beginResetModel first

x10, [x8, 0x20] ; macho_s
x9, [x@, 1| ; argl
x11, [x9, 0x20]
x10, x11
; likely
wo,
; likely
wo,
x8, [x8, ]
X9 8EX9; i
x8, x9
; unlikel
; unlikel
x8, segment.__DATA
add x8, x8,
w8, [x8]
w8,
x8, x0, x1, eq
x9, x1, x0, eq
add x0, x8, 0x68
add x1, x9, 0x68 ; mach@_s
sym. imp.strcoll
;== func.1000007f4:
16: func.1000007f4 (int64_t argl, int64_t arg2)
‘- args(xe, x1)
x8, x0 ; argl
x0, x1 ; arg2 ;
x1,
func. 100000790 ; pc
;-- func.100000804:
100: func.100000804 (int64_t argl, int64_t arg2);
‘- args(x@, x1)
x8, [x1, ] ; arg2
x10, [x8, 1
Console
>




Presenting MAI

@ The Shell

Kind of posix shell +
batch
e Supports ReAct loops
e Rawdog mode
e Supports lots of
providers
o Models
e Chats & Sessions
e Prompts / Templates

My Artificial Intelligence
command line toolkit

@ And more!

@ MCPs

Servers (Fedi,

Websearch, Code, ..

Library

WebProxy

Call tools from CLI
FineGrained Control
Advanced
Permissions
YOLO+DRUNK

Tg/IRC bot
VDB
Server/Proxy
Vim Friendly
Written in Go



MAI DEMO
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raZmcp

Fullfeatured MCP server for radare?2

Z

Fully written in C, baked by the r2 core apis

Not just an MCP! Also cli tool and r2 plugin

Lowering the learning curve even more

Release builds for Linux, macOS and Windows

Will soon support extensions for plugins and debugger

Not the only MCP for radare2:

e r2copilot - another MCP with focus on solving CTFs



raZmcp DEMO
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Challenges with
Local Models

Speaking of *really* small models (500MB)

¥ JSON Grammar

B Drunk Mode

® Smaller and compact contexts (128k)
_» Performance (nightly benchmark)

@ Memory Usage and Infinite loops

& Reasoning / Planning



ReAct Loops

e Reason + Act Loops are the core logic of agents

o MAI supports redefining the reasoning process
e Creates a plan, define decision rules

o Pick similar prompt

o Collect context details

o Choose and call the right Tools

o lIterate until the problem is solved

Solve crackmes, automated reports, find vulnerabilities, ..




r2ai-model \J

Last year we started to maintain a dataset to finetune language
models with the KNOWLEDGE of radareZ2.

ReAct for TWD

LLM can read the book, the web, the source..
Create Q&A patterns

Create reasoning process

Verify with r2pipe that everything is correct
o Write tests, improve the statements

o |[terate forever



DemoTime!

[0X00000000]> | |



Questions?

Reach me out:
@pancake@infosec.exchange
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