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Overview

® Typical Java Reversing Talk

o Decompile Code
o Make Changes
o Recompile and Win?

® Java Malware: Fail!



Overview

b.class cclass

+|import sun.misc.BASE64Encoder;

Has this happened —

public static boolean a:

to you ; private static final String z = -1;
n

public static 5tring @(String param3tring)
{

return new BASE64Encoder().encode(paranitring.getBytes(z));

char[] What?!? 2t /* Exrror */

switch public static 5t i paran3tring)

{

case 0: /7 B3 ode: OOPS’)
tupTernaryOp : getstatic 43 1a?

case l:
tupTernarylp 4: new 3 a/lang/String

case 2: '/ :
tupTernaryOp

case 3:

g: new 5 sun/misc/BASE64Decoder

dup
Iy invokespecial 10 sun/misc/BASE6dDecoder:<init>
tupTernaryOp 38 S: aload 0

?95[tmp35?_35b = ((char) (tmp357
INTERNAL ERROR //




Overview

® IDA Pro 6.4 does not include meta-data

\Z Functions window E IDA Yiew-A Hex Yiew-4 |:| I @ Structures

Function name 84 65 61 2D 15 64 4..+.006.d..-...
81 15 685 1C A1 FF ... ™eTa. i
?? 2?7 7 ? 77 2?7 1 +.=Y-+_u]
AWV

AD 80 2B BB 00 37
32 B7 00 86 1A B6 00 +OVILL L2+ .G.) ..
1B B6 00 82 B6 08 85 L...21. 8.1 .60,

IDA Pro Does a Good Job
Disassembling, but Meta-
data is lost




Overview

e Malicious code analysis is hard
e Relevant information is key

e Tools assume code is complete or correct



Overview

e Reversing JVM Bytecode viewed as a “simple” problem
o Until you need to actually do it
o Or you need to extract some type of information

e Too Long Didn't Listen (tldl;)

Radare now supports basic class file manipulations
Hooking by rewriting class and method names
Manipulation of Access Flags

Inserting values in constant pool

More detailed inspection of files

O O O O O



Multiple
Architectures

Command
Based

Extendible
Components

Multi-Language
w/ Ctypes

Open Source

IL in progress

Cross
2048 Platform
GDB Interface Hex Editor Supports 1O Web Ul

Layers




Agenda

Discuss Java Class File and Format
Discuss Java Malware and Obfuscation
Introduce Java Reversing with Radare
Discuss Some Techniques

Conclude with Future Work



Java Overview

e Java
e Scala
e Other Scripting Langs.

b e Class Files
e Jar Files
e Jam

e Oracle
LY

e OpenlJDK




JVM Bytecode

® ~203 Operations

® Fairly easy to disassemble
o Except for the built in “switch-tables”

® JVM is Stack Based

® Local Variables are stored in a local variable
position



JVM Bytecode

® Caller copy the entire thread stack to caller

® JVM resolves Class Name, Method Name,
and argument types

® Types are not important until they are
important



Java Malware Obfuscation

® Static Obfuscation Techniques

® Dynamic Techniques



Java Malware via Static Obfuscation

Flatten Classes and Package Hierarchy
Homogenous type signatures

Make class names uninterpretable
Exploit compiler features

Dead code

Local variable Type overloading

Hiding strings or files in strange places



Java Malware via Dynamic Obfuscation

Reflection or Custom Class loaders
Starting a new process

Scripting Engine

String Manipulation

Encryptions



Java Malware Reversing

® Not easily decompilable (if at all)
® No standard tools for inspections
® Modification is tedious to do by hand



What Radare can do with Java?

Basic hooking of class methods
Change constant pool Values

Modify method and field access flags
Disassemble code

Load classes from strings

Open the JAR and view all the files
Yank a file to disk or insert it in the JAR



Class File Organization




Class File

O rg a n izati 0 n Constant Constant Pool Data

Pool
Count

(Constants, Class Definitions, etc.)

Interfaces

Interfaces Used or Defined
Count

Field Information
Name, Type, & Attributes

Method Method Information
Counts Name, Type, & Attributes

Attribute
Counts




Class File
Organization

e Magic Bytes
e \ersion Information

Java Class File Information

Constant
Pool
Count

Constant Pool Data
(Constants, Class Definitions, etc.)

Interfaces

Interfaces Used or Defined
Count

Field Information
Name, Type, & Attributes

Method Method Information
Counts Name, Type, & Attributes

Attribute

Counts




Class File
Organization

Constant Values

o Long, Integers
o Float, Doubles
o Strings

Class Definitions
Field Definitions
Method Definitions

Java Class File Information

Constant
Pool
Count

Constant Pool Data
(Constants, Class Definitions, etc.)

Interfaces

Interfaces Used or Defined
Count

Field Information
Name, Type, & Attributes

Method Method Information
Counts Name, Type, & Attributes

Attribute
Counts




Class File
Organization

e Omitted, but worth
Mentioning

e Class Definition

e Super Class Info

Java Class File Information

Constant
Pool
Count

Constant Pool Data
(Constants, Class Definitions, etc.)

Interfaces

Interfaces Used or Defined
Count

Field Information

Name, Type, & Attributes

Method Information
Name, Type, & Attributes

Method
Counts

Attribute

Counts




C Iass F i Ie Java Class File Information
O rg a n izati o n Constant Constant Pool Data

Pool (Constants, Class Definitions, etc.)
Count
Interfaces Interfaces Used or Defined
Count
e |Interface
Information Field Information

Name, Type, & Attributes

Method Method Information
Counts Name, Type, & Attributes

Attribute

Counts




C Iass F i Ie Java Class File Information

O rg a n Izatl 0 n Co:;:almt Constant Pool Data
C (Constants, Class Definitions, etc.)
ount
e Access Flags Intcirlf;ctes Interfaces Used or Defined
e Name and Description
PS Attributes Field Information
i ) Name, Type, & Attributes
o Runtime Annotations
o Constant Value Method Method Information

Counts Name, Type, & Attributes

Attribute

Counts




Class File
Organization

e Access Flags
e Name and Description
e Attributes

O O O O O O

Runtime Annotations
Code & Exceptions
Stack Map Table
Local Variable Tables
Inner Classes

Java Class File Information

Constant
Pool
Count

Constant Pool Data
(Constants, Class Definitions, etc.)

Interfaces

Interfaces Used or Defined
Count

Field Information
Name, Type, & Attributes

Method Method Information
Counts Name, Type, & Attributes

Attribute

Counts




Class File
Organization

e C(Class File Attributes

O

©)
©)
©)

Runtime Annotations
Source File
User defined

Java Class File Information

Constant
Pool
Count

Constant Pool Data
(Constants, Class Definitions, etc.)

Interfaces

Interfaces Used or Defined
Count

Field Information
Name, Type, & Attributes

Method Method Information
Counts Name, Type, & Attributes

Attribute

Counts




Hooking Java Methods

® Easiest all references to a class
o Write an implementation that wraps the target class
o Rewrite all of the strings
o Modify access flags
o Put the class in the class path
o Run the JAR File



Hooking the Easy Way

v test_rewrite_mod apridgen$ r2 simple_hooking. clas:

Swap
StringBuilder
with sb class

Hind=NONE type=METHOD 5
bind=NONE =METHOD ¢ 1 ; : f a ¢
bind=NONE =METHOD c1: g ] é an tringﬁuiL
511G i—HlINE =METHOD clas tringBuilce
sRlale \ =METHOD c1: trigg na

& |

pind= =METHOD c1: 3 gBuilc
>inc =METHOD classnan ingBuile
pind=NOh =INTERFACE_METHC( {
D1 N¢ i—HIJHE

>ind=NONE ty

=METHOD ava cam nz
,e=METHOD offing name=c dosd

~dinal=

10 imports

Ox0868003c1] > il
[Linked libraries] Note the use of
"II’II[ 1‘-' hook

ava/ 1—1“3

StringBuilder

e e e e e e e
QoW oW oW m W m




Hooking the Easy

Way

LUB--LS&U11—“HH}

Emulate
.' (") 3 _l] -

java/ larmee

java

Swap
StringBuilder

with sb class

java/lang/ S

java/lang/S
Ljava/lang
java/lang/:
L _] ava/lan 4

j ava/lan g/

90 !
inked libraries]
simple_hooking
Object

java/lang/
sh
java/lang/
] ava/s 1-1“7-' _______
java/io/ Fr1nf tream
java/slang/SecurityEx
javaflqn7-ﬂu_u hMe t
fscript/script

tring

javax/

test
Tf|>: l ase

=)

Ljava/lang/S

address of
replace_«

fr1n76u1li~r
tringBuilder;

HtI1HZEU11th

tringBuilder;

'StringBuilder;

tringBuilder;

hHiE“:_Lf1HH
Exception

rewrite mod apridgen$ r2
a file with e

1355n3m~ value

tringBuilder;

file.baddr

lang/S

java/

Searching and

rewriting StringBuilder

Sim & T':‘ hookin g. :::I

tringBuilder




Hooking the Easy Way

[Ox0ORO02 :‘-],n::_1 > 11

[Imports]

ordinal=0038 plt=0x00000000 bind=NONE
(0 e - bind=NONE
0| bind=NONE
o Swap bind=NONE
0| . . bind=NONE
. StrmgBu”der bind=NONE
0l bind=NONE
1with sb class  [iraoie
0| bind=NONE
(0 Com—— bind=NONE

PE

type=METHO
type=METHO
type=METHO
type=METHO

type=METHOR classname=java/s/lang/String n

type=METHOR classname=sb name=<init> desd
type=METHOR classname=sb name=toString d¢g

type=INTERFACE_METHOD classname=java/langl Sy

type=METHOR classname=java/io/FrintStrean
a-dosomething d

type=METHOR classname=simple hooking nam

name=println

ngne=<init> descriptors=
¥ iptor=0V
Fiptor={(Ljava/lang/5t
sqriptor=(I)Lsh;
Ye=valueOf descriptor
“iptor={Ljava/lang/St
criptor={Ljavaslan




Hooking the Easy Way

ClassNotFound exception: 1

[Ox0000024c] > g

bopeepsevilsheep:test rewrite mod apridgen$ java simple hooking
Exception 1in thread "main" java.lang.NoClassDefFoundError: sb
at simple_hooking.dosomething{(simple_hooking.java:7)

at simple_hooking.main{simple _hooking.java:19)
Caused by: java.lang.ClassNotFoundException: sb

at java.net, ”FL‘I%::LﬂiiHIIl run{URLClasslLoader. java:202)

at java.security.AccessController.doFrivileged(Native Method)

at java.net, UFLL assLoader.findClass(URLClasslLpader. java:190)

at java.lang.ClasslLoader.loadClass{ClassLoader®java:306)

ot e java:
t

sun.misc.Launcher$AppClasslLoad
java.lang.ClasslLoader.loadClas
2 more

r.loadClass(Launcher.

ClasslLoader.java:247)

301




Hooking the Easy Way

ClassNotFound exception: 2.

_rewrite mod
_rewrite_mod
"main"

apr
java.lang.
20

thread
1||'r|-_[ ]'-:“;-:1-
b.appén"’b 14vj.?9}

m;1~ hooking. ething{s
n[lw hooking. m11nrf1m;l hook1
.1d“:.[1%55“ﬂfFHHHiEHC_FT1HH
.ﬂét.URLle::LHﬂiHlIl
.B&Furif”

1N

J_|_J .

Caused by:

A1)
11

A1)
A1)

i
i:r lnaﬂ
un.misc. Laun"'riﬁppﬂlazz 0ac
java.lang.Cla ader.loadClzs

4 more
Lu.--p::v11‘héér:t

.het

Q
QO

A1)
.Ll
V1]

|| a1 nnm lII

A1)

est_

rewrite mod apridgen$

ava

ng.

.isb.

51

fFoundError:

imple_hooking.
java:19)

fHH'”FL'lﬂ::LHﬂiHI
iHFr1V11:E:i'“df1w~
T]Hi'li:b'”FL'l

class .
mple hooking

lava: )

1 202)
Method)
]i”i 190)
306)

java

. Java:
Lqur‘hér java:301)
r.java:247)




Hooking the Easy Way

Copy classes to path and it works.

MUMECCPPOSEV T LOIITEC LESL_TEWI TLE _mMuuw qaQptl TUgcity - M — '
Lu}__p:zv11—h~~; test rewrite mod apridgen$ java simple_hooking

_ calling appendHello

_ calling appendl am a

_ calling appendlo®

_calling H[[Hni tring.

_ calling toString

calling H[[HHiH ello I am a 1005tring.

s_ calling toString
Darn tootin. Hello I am a 1l005tring.




Hooking the Easy Way

v .| s_.java
vDs_

o theString

= ,‘:;5 copyValueOf(char(]) : Strinc
Wrapper vi? Sb ,':;5 copyValueOf(char{], int, int)
Qt’ log() : voic 5 format{Locale, String, Object...)

classes @ log(String) : void 4 format(String, Object...)

4 thisSb @ log()

@ sb() @ log(String)

@ sb(CharSequence) %" valueOf(boolean)

@ sb(int) & valueOf(char)

@ sb(String) & valueOf(charf])

@ append(boolean) : st 4 valueOf(char(), int, int)
@ append(char) : sb ,':;3 valueOf(double)

® append(char(]) : st ,'2}? valueOf(float)

@ append(char(], int, int) : sk ,'Z;f valueOf(int)

@ append(CharSequence) : st @ valueOf(long)

@ append(CharSequence, int, int) : st ); valueOf(Object)
i @ s_()




Hooking Java Methods +1 Complexity

® Insert CP Objects

o Append the CP Objects to define the new class
o Class Info, Method Info, and Descriptor Info

o Update the CP Object Counts

o Modify code section and update the reference
o Put the class in the class path

o Run the JAR File



Primer Constant
Pool Definition (B

b E=E0
class FooClass { [:‘_]
String getltMethod () n Tag NameandTVpe

u l Tag = UTF8 . getitMethod ]

Tag = UTFS8 n ()Ljava/lang/String;
7 \




Primer Constant
Pool Definition B D
)

D EEae)
D Do)




Constant Pool

[ ] [ ] | | Tag_

Definition ﬂ[ . |

o [: )
Resolving the oE=rnn
Class Name: FooClass

D

D EOE=N)

7 \ 7 \

Tag = UTF8 n ()Ljava/lang/String;




Constant Pool

Definition B an
o [: j
o R (v ramermarne s ) 7 ]

Method Name: getltMethod a

u l Tag = UTF8 getltMethod |
7 \ J \
Tag = UTF8 n ()Ljava/lang/String;




Constant Pool
Definition

Resolving the
Method Type:
()Ljava/lang/String;

Tag =
Method Ref Info

Tag = Class_Info a
l Tag = NameandType n

7 \
l Tag = UTF8 getitMethod l

Tag = UTF8 a




Constant Pool

Definition wetmensar o JL* L2

B
class FooClass { (- rmemaee][ ¢ [+

} String getltMethod ();
(o o Jfromar ]

Tag = UTF8 n




Hooking Java Methods ++1 Complexity

® Direct code insertion
o Extend the code section attribute
o Update attribute size
o Modify code section and insert the code
o Update the exception handling table



Changing Access Flags

‘Target Java Function: exploitAnnotations

TUCTPITcLuLTu Tcvuryy J L LU Y SEvuLuiy Li LITT TVULT VW

aMyAnnoOne (key="test", value="eval(\"print(A\\\"evaling in the eval!\\n\\\"D\");")
@JavScriptAnnot(javascript = "print(\"Hello world!\\n\");")
static public void exploitAnnotations () throws SecurityException, NoSuchMethodException, ScriptException {
ScriptEngine se = new ScriptEngineManager()
.getEngineByName("javascript");
Annotation [] annotations = (rewrite.class).getMethod("exploitAnnotations").getAnnotations();

for (M thod method : rearlte class. getMcthods()) {
/ stem.out.pr n(method.toString());
if (method 15Annotat1onPresent(U~p ecated.class)) {
for (Annotation anno : method.getDeclaredAnnotations()) {
System.out.println("Annotation in Method '"

"t , n

+ method + + anno);




Changing Access Flags

Insight is good,

note the flag
values.

[@x@@@@@g?d]} java m_1nfo C

O <init:>

1 exploitAnnotations

dosomething

main

[Ox0000093d] > java m_info s 1

Method Summary IHTH[m1T1HH
File offset:
Name Index:
Descriptor

(YN

] |'II' 1]

$_| |_ l_ _| |_| _|

1od Attributes Count:
wahoi Attributes:

Exceptions "ffr1tuf~ informationg

Attribute Offset: Ox00000902

Attribute 1¢H7HT
E”C_pf1un

= ot
E”u_pTWHn

&cqegg Fljgg: BxO9 {publii static)

Attribute Name Index: 15 (Exceptions)

16
18




Changing Access Flags

Apply some Radare Magic Sauce

[OxOEEEO93d] > jav:
Method Access F
[OxOEEOO93d] >

—+ -

M
O o~ Q0 I~
—t

-
=

- at m Ox8fa
public static
m static synthetic public

= 09

. 1N
—

= O ~ 0
> < <
N @© 0T

N

m —h

<= ~J9

-~ o~ 0
- Q) --

Nl
— 09

_h Q." ) J
-5 un

Access YWalue for st etic public Ax]10OA5
[M.HHHHHH-J]} s [xd
[OxOOO0R8Ta] » p? P,

llIIIl'1

[Ox0OOO08fa]l > java set fla

[H QOO008fal » p8 2

ags Ox38fa m static public synthetic




Changing Access Flags

Here is what
JD-Gui shows.

rewrite.class

+import java.io.PrintStream;

public class rewrite

{
static void dosomething(int a)
{

StringBuilder sv = new StringBuilderi();
.append(“Hello ");
.append(“I am a )
v.append(a) ;

.append(“String. ")
String X = "Darn tootin.

4 4

W W w w
<

<

went missing.

X = X + sv.toString():
System.out.println(X);

public static void mein(String[] args)

throws SecurityException, NoSuchMethodException, ScriptException

f
1
dosomething(100);
exploitAnnotations():

exploitAnnotations



Changing Access Flags

@
I

*
import
import
import
import
import
import

public

experiment

* Decompiled with CFR

Jdavs
MyAn

(VU]
i} -;|_'|

ANN
for

! -
I

apridgen$ class

frewrite,

va -jar decompiler/cfr_0

i}
o

i

criptAnnot;

nﬂﬁnﬁ;

io0.PrintStream;
.5cr1pt.frr1;TEu7in=;
;.zcript.har1;TEngir‘H%n%”Hr

XCe

um
M
M)
—_
i~

scriptE ptiogd

S rewrite {
a . 1 S T T the eval!liyiniiyv")Iv")
"iptA avascr ="print{\"Hello world!%\nh "

tatic synthe */ void exploitAnnotations{) tRrows UHnHr1TwET-~[f1
intFnoine co = nHoen '-_-l.-—r'ir'-.fFr-.ujiruHH.-nH-j.-.r (Y optEngine Name (" javascript");

otation[] annotations
{Method method Cl g
1f {Imethod.isAnnotationFresent {({C
for anno method,
println{"Annota

("exploitAnnotations", n
rewrite.

) ) continue;

T‘1||[|-||| :
+ method

fﬂnnotafion
,out,

+




Extracting JCrypt Classloader Key

List Files: zip://zip_file.whatevs
Access Files with: ::[index] or //path/

O:talk_stuff apridgen$ r2 zip://20fd2eec34cdl856a0c9e735d1914bTfo7d1316 649afthcfS5df345 3bdc.jar

Files 1n archive
dat

l HET IHF MANIFEST . MF LIStIng the flles
2 ypt/

3 1 ypt/Decrypter.class
4 jcrypt/En ;ted[laSSLDader.claSS
oy
5 1
"

L

da
da
da

~ ~+




Extracting JCrypt Classloader Key

List Files: zip://zip_file.whatevs
Access Files with: ::[index] or //path/

uy

segmentation Ttault: 1l

ré zip://20fd2eec34cdli856a0c9e735d1914bfo97dl3162a86964%athcfSdf3450a23bdc, jar: 3
culate checksums for the current block with the commands starting with '#' (#md5, #crc32, #all,
Odfe] > q

ation fault: 11

86964%afhcfS5df3450a23bdc. jar//jcrypt/

=]

OxO0000dfEe] 1
segmentation fault: 11 k
O:talk _stuff apridgen$ D




Extracting jCrypt Classloader Key

‘ Loading /c.dat from the archive, whats that?

1_1 ipt_Decrypter.
rll-i]fl
~.getClassName
string

-.mmeta_main

joryp bter.mmeta_getClassName
-_j.;:r'_ CLc ih—‘
n.jerypt ypter _toDigit
n.jcr 2 CRYF ) _ARCHIVE
n.jcry “.DEFAULT_HET

er.mmeta_rea
~. toDigit
ta_fromInputStream
LUDE
ypt_Decrypter.main

1201 ldc jcrypt/Decrypter
120b ldc "/c.dat"

@, Ox0) ; section.constant_pool
b8HH2? invokestatic jcrypt/Decrypter/readString{Ljava/
section.constant_pool

EEBO () ; section.constant_pool

IE]-" NP section.constant _poo

1235 lde "\x

AyEARAARAARAAERA(AYAY + cectinn. cnnstant nnnl

b8@U2b invokestatic jcrypt/Decrypter/decode{lLjava/lang/

boBBo2f invokevirtual java/lang/String/trim{)Ljava/lang/S

b6HH21 invokevirtual java/lang/Class/getResourceAsStream(Ljava
i0/Input

String;

tring;

(L (B [y

fll
St

L

boBO37 invokevirtual javaflangﬁitringﬁzplit{LjauaflangﬁString;}[1




Extracting jCrypt Classloader Key

‘ Loading /c.dat from the archive, whats that? ‘

dl> o zip://20fd2eec34cdl856a0c9e735d1914bTf97dl3162a86964%athcfSdf3450a2l3bdc. jar//c.dat Ox3000

ﬁE@deee

] — P EI Ej




Extracting

J

Crypt Classloader Key

=

) 3634 3
) 3761 3
. 50

b
dEGigH@hZEHWjDHS

oy

i nJ

6432476767
7ad54b576abfbe’3

wow

=

w
[N
wow
i O
W
- ~J

=
(a3}

Unhexlify Text

583068




Extractlng the Encrypted JAR File

0 fﬂlL ‘fuTT a;r1i*~n$ 2

-W enc ]ﬁf jar
to vour screen with 'e scr

f/20fd2eec3

dcdl856aBcBe7s

.color=true'’
5d1914bf97dlsle2ad69649atbhcfbdf3450a23bdc. jar:: 5

Open file to extract to, yank data (yfa)

from file and paste it to the file.

Henv

key = 'd2GggX®hzEKWjons

from Crypto.Cipher import AES

cipher = AES . new (key)

open{'dec_jar.jar', 'wb'
cipher.

enc_jar.jar enumerate
cipher.

Y.owrite
decrypt{open{'en

decrypt{open{'en

Decrypt the JAR file with

the key with Python.

c_Jar.jar', 'rb').read{()))




Using Prototypes

@:talk _stuff apridgen$ r2 zip://dec_jar.jar

Files in archive
Check out the

® META-INF/MANIFEST.MF

1l a.class

2 b.class

3 c.class

classes with
radare

Cannot open 'zip://dec_jar.jar'




Using Prototypes

impor
impor

o+~ o+t

—_— N

O @ ~- -
)

)
o~

Huml~anrm<fE

[ dda]l > java prototypes a

import java.lang. Enum

import java.lang

import java.lang Dumplng the
stuff apridgen§ r2 f/fdec_jar. jar import a

Java Prototypes

ception;

mmpor ng.Strin

Check out the ke

Classes WIth class a { PEOxXOOOO

radare Fields defined 1in
public static final a

jar' public static final a

public static final a
public static final a
public static final a
public static final a
public static final a
private static final th @Ox0daa
public static int 1i; vH-HJh;
private static final java.lang.String; z; // @0x04ba

Metho
static v

private void <1n1t>g]ava,1dng.'rr1n1 int); @Ox03f4
public static a a{(java. tring); // @0

public static a a();

public static a; valu ; s

public static a valueOf{java.lang.5String): @Ox0Ob92




1r||;||rf ]—w—! 1—1![" Enlml

of sym.000004dda In orrect: C
to: Ox/Z

ide Length: Ox204, Function size reported Ox1fb
@4
de Length: Oxe3, Function size reported 0Oxdd

)

vm.@@@@@%E? Incorrect: C
setting code length ti

1+

A1)

ym.a.values

=
[0l

ym.a.valuelf sSym.,

¥m.a. e ym.a. T m.a.g sym.a.h

i owmowm
=

o o @D -
NGO QD

v, a.

eeeddal >

=
]

—

T

.a.values

saluss  sym valueof Analyze and
dbad] > pdf" ] disaSSGmb|e

— —— |

O D QO - 2 Fc
O @

—

c

T

._f.

| AxAEOAOObhas 1213 ldc a
| AxEARNAObhas 2a aload ©
| Ox000Bbab bsoold invokestatic java/lang/Enum/value0f{Ljava/lang/Class;L]
| OxOOOREORO{OxA, OxO0) ; gectjgnlcgngtant_pggl
| Ox0ER0Obae cRlOm]l3
ExEAAAOBb]1 b




Using Prototypes

‘ a type is an Enum, created from the string this.a.z

Fx@OEOEEEGE32 bbeE13
AxAOEAOGRZS 5g

(ly FLE G E R E A2 hhiiol

OxOOOOEO636 b20082 getstatic afz [Ljavallang/5String;

OxPPOEAGR3Y 1008 b ] push 8 - )

FxEAOAA63bL 32 aaload

AxPOAOARR3 ®3 iconst @

AxPEEAAR3d h70023 1nv0ke5pec1al a/<init>(Ljava/lang/5S
OxPEOOEEOE {(OxE, OxO, OxO, OxO) ; section.constant pool

m;@@&@@t-u b3uu14 putstatic a‘/a La;

tring; 1)V




Using CFR
Decompiler

CFR Decompiler to
extract Java code

Problems with the
Exception table?

[=] Lets dump it

private a{String string22, int string22) {

®

®

*

super{string., n):

Unable to ful
Enabled aggre
Enabled unne«

ption pruning

public static a a{String var®) {

var?d

a
1 c.a;
var® = var®, tolLowerCase(
vl = var®.equalslgnoreCase{a.z[4]);
it {lwvar2_1) {

if (ve) {

\/Eil"l_z = a.a
1f (var2_1 == false) return varl_2

]
—_

vars

-
¥
II

a.i =
}
vO = var®,equalslgnoreCase{a.z[6]);
)
1t (lwvar2 1) {
if | v K_SI | }
varlli2 = a.b;
1f (var2_1 == false) return varl_2;

vlO = var®,contains{{CharSequence)a.z[3]);




CFR Decompiler Augmentation

Methods defined 1in the ¢
static void <clinit>{); ¢

Use prototypes: e

1g.atring,
tring).

publi; Ztatié :
(" ) public static a; ) / @Ox0bS
J ava p rototy p e S a , public static a valueOf{java.lang.String); // @0x0h92

C Bx937

xXcep . r a (11 entries)

Catch Type: 115,

Use exc:
End FC: (@

H!ndlér glo

Java exc 0x937°

EndeRCie (
Handler FC: ¢

java/ lan;g

Catch Type: 115, JEVQflaﬂgFNumbérFormatExcept1on @ Oxa3?




Future Work

Enable some more static conveniences

Tie into a JVM for run-time information

Enable code instrumentation via Code Attribute
Look at reversing native code with JVM code

Move on to other managed code
Implementations



Conclusion

® Discussed some basic constructs in Java classfile
® Introduced improvements to Radare
® Talked about how an analyst could use them



Questions and Contact Info

Thanks For Your Time.

email: adam.pridgen@thecoverofnight.com
twitter: @apridgen
github/bitbucket: deeso




Java Reversing Tools






Radare Architecture




Recent Additions to Radare

Testing Framework

Gameboy Reversing and Emulation
Java Support

Loading/reloading binaries from buffer
Extending (inserting bytes in the middle)
Opening multiple files

Zip URI support



